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What are your aims for the year?
My aim for the year is to start to bring 
about a situation where anyone engaged 
with IT considers the ethical dimension 
of what they’re doing. And by the term 
‘engaged with IT’ I would include 
conceiving a system, specifying it, 
designing it, developing it, testing it, 
implementing it and using it. So, at all 
stages of the development and use cycle, 
before you begin to do anything, you just 
stop for a brief moment and ask yourself, 
‘Is what I’m about to do ethical?’ It doesn’t 
take long and it’s not di�  cult but, of 
course, it’s not what we typically do now. 
In most cases the answer will be ‘yes’ or 
‘ethics doesn’t really arise in this particular 
situation’, but in some cases it will need 
more consideration. And then I would 
hope that our members, and indeed other 
developers and users of IT not limited to 
our membership, would have the presence 
of mind, the intention and the tools just to 
ask themselves that question.

What should be the basis of their 
decision-making?
I think everybody knows what’s ethical 
and what’s not. There will be borderline 
cases, but they won’t be the majority. You 
know, we have an innate sense of what’s 
ethical. We can override it, we can get into 
the habit of overriding it and then it gets 
weaker. But just asking yourself those 
questions: ‘Who is going to be a� ected by 
what I do? Are they going to be a� ected for 
the better or for the worse?’ is important. 
And it’s not just legal – there’s a 
distinction between the ethical and the 
legal and we’ve seen many examples of 
people doing something which is legal but 
unethical. If it’s illegal, it’s probably 
unethical. But then you have the 
sanction of the law. If it’s unethical but 

them their job. They all said, ‘I’ve never 
regretted that decision for a moment.’

Might that be because they have a 
personal level of confi dence and 
authority in their jobs already? I’m 
thinking of somebody that’s perhaps just 
starting out, that hasn’t yet got that 
professional confi dence.
It can indeed be more di�  cult if you are 
new in a job but the challenge can be at 
any level. Let me give you one example. 
This was a friend and client who had been 
general manager of an overseas bank and 
one day his chief accountant came in and 
said: ‘We’ve just received this cheque for a 
million dollars and it’s in my name. It’s not 
really for me, it’s for this general. And the 
general’s account number is just one 
di� erent from mine. So, don’t worry, it’s not 
for me.’ And my client said: ‘This stank. So, 
I called my head of compliance and 
discussed what I should do and I acted on 
his recommendation.’ The advice was: ‘You 
call the regulator, then you call the police, 
then you call head o�  ce. In that order.’
And the head o�  ce said: ‘Why didn’t you 
call us fi rst?’ It was obvious – they would 
have stopped him acting. And, indeed, he 
lost his job shortly afterwards. So, he was 
in a senior role but the issues for him were 
the same as if he had been in a junior role.

Do you think the BCS code of conduct 
goes far enough with these issues? Is 
there more we should be doing there?
I think the answer to that is the BCS code 
of conduct could well benefi t from being 
revisited and it’s one of the things I want to 
discuss with colleagues; how we should do 
that. So, I think that’s a very good question. 
I think it doesn’t go far enough in this 
context. Changing it will be a signifi cant 
project, we certainly need to consult with 

legal, you don’t have the sanction of the 
law. So, we’re relying on somebody’s 
conscience and their awareness of the 
e� ect of their actions on their fellow men 
or women.

What do you think the BCS role is in 
making people more aware of ethics?
Our mission is to make IT good for 
society. We cannot do that unless what we 
do as an Institute and as a group of people 
is ethical. So, I would argue that ethics is 
actually at the core of everything we do. 
And certainly, it’s key in our achieving our 
mission in every sphere of activity.

So, if somebody comes to the 
conclusion that something they’ve been 
asked to do is not ethical, how should 
they proceed?
It depends on the circumstances, there’s 
no one answer to that question. But they 
should, fi rstly, refuse to do the job. It also 
depends of course on who’s asking and 
how and what role they’re playing - there’s 
all sorts of variables in the situation. 
But you have to do what’s right. And 
sometimes there’s a cost associated with 
that. For instance, I co-wrote a book called 
From Principles to Profi t – The Art of Moral 
Management. And we formulated this 
proposition that if you act ethically to the 
highest ethical principles then in the long-
term, not necessarily in the short-term, the 
result will be profi t for the business. 

Now, in order to test that proposition, we 
talked to friends and clients and business 
associates and we said: ‘Here is our idea, 
is that your experience?’ We had a good 
number of responses. And, in several, our 
respondent said: ‘Well, this is the situation. 
This is what I was asked to do. And I 
decided that it was unethical. And 
therefore, I refused.’ In some cases it cost 
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Chris Rees is BCS President for 2018. Brian Runciman MBCS spoke to him about his aims 
for the year.
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the membership on that once we have got 
any new proposals. However, I don’t want 
to wait until that’s complete before we start 
developing these ideas about the 
implementation of ethical principles.

If you could just put yourself in the future 
for the moment, to the end of your year, 
what would you like to have achieved by 
that point? 
I’m not sure exactly how far we’re going to 
get. This is a journey and we’re only just 
starting out on that journey in a sense. 
We’re not inventing ethics, there’s nothing 
new about it. But I’d like to see us well on 
the way to some thought leadership, 
particularly in the area of AI and ethics. 
There’s lots about that in the press at the 
moment. It’s a lively discussion but I think 
BCS has a major contribution to make. 

Secondly, I’d like to see us 
producing an ethical code of conduct, 
which might be wider than our 
membership, therefore anyone who wants 
to pick it up and refer to it and have it 
provide some help in making those kinds 
of decisions can. I’d like to see some 
training in how to use such a code and 
any other tools we can devise to help, 
because sometimes the questions are quite 
tricky. You’ve raised some good questions 
which, individuals, particularly if they’re 
in relatively junior roles or relatively new 
roles in their organisations, may fi nd 
challenging. So, I think we can do a lot to 
help. How much we can get done in 12 
months, I’m not sure. 

How large is the issue of unethical 
behaviour?
Well I would say there are good actors, 
there are people who do act ethically as a 
matter of principle and practice. And there 
are defi nitely bad actors, who are 
misusing the technology deliberately, 
consciously and actively. I’m not sure we’ll 
ever touch them. And then there are people 
in the middle who don’t really think about 
it. And I think it’s those who are most in 
need of assistance.

Do you think that BCS can do a little bit 
more with its view of professionalism, as 
ethics is something that’s much easier to 
engage in when you have the strength of 
a professional body behind you?
Yes, I think that’s entirely valid. You can’t 
be professional if you’re not ethical. So, the 
two go hand-in-glove. So, my answer to 
that is defi nitely yes.

Can you give us examples of things 
you’ve observed which you consider to be 
unethical in the way it’s actually 
performed? (Ed: This was before the 
Cambridge Analytica story broke!)
There are lots of examples around. Take a 
very conspicuous example, the Volkswagen 
emissions scandal. In America that was 
illegal. In this country, it wasn’t. It was 
equally unethical in both. It was 
defi nitely deliberate, they’ve admitted it. But 
when they were asked why they weren’t 
compensating Volkswagen users in this 
country, they said it wasn’t illegal. More 
generally, major corporations are collecting 
a huge amount of information about us all 
the time, from our computers and, more 
particularly, from our mobile phones and 
tablets. And they use this to beam 
advertisements at us. Now they think we’re 
going to want to buy something. 

Of itself, that’s not unethical but clearly 
some entities are misusing and selling 
that information to bad actors or for 
unethical purposes. There are obvious 
examples of bad – I use the word in a very 
general sense – bad stu�  being carried 
on the major platforms. If we look at AI 
for a moment, one of the most signifi cant 
problems in AI, particularly deep narrow 
AI, is that the system needs to be trained 
or train itself with large data sets. Now if 
those large data sets have inherent bias 
because of the way they are collected, 
or collated, then that can result in an 
unethical outcome. 

Are ethics high enough on the agenda in 
the political sphere? 
There are a number of government and 
parliamentary initiatives in relation to IT 
and data ethics and I applaud that. For 
instance, there is a new initiative to set up 
a cross-party Parliamentary Commission 
on Technology Ethics. We have already 
been interacting with Darren Jones MP 
who is leading it and intend to contribute 
actively to its work.  

How can members get involved in your 
year’s activity?
I would encourage anyone who thinks 
this is a signifi cant issue and who’d like 
to engage in the conversation to put their 
hand up. I don’t want to do this by myself, I 
can’t do this by myself. We had a 
meeting of the Society Board recently 
where this was the focus of attention. It 
was a very wide-ranging and useful 
conversation, which I think will have some 

ETHICAL

Chris Rees MA FBCS CITP is a Chartered 
Fellow of the BCS. He co-founded and was 
fi rst chairman of the Financial Services 
Special Interest 
Group, FINSIG. He is a 
member of the Court 
of the Worshipful 
Company of Information 
Technologists and 
Chairman of its 
Ethical and Spiritual 
Development Panel.

He was a member 
of the City Obligation 
Group, part of the City 
Values Forum, which 
formulated and published 
The City Obligation, an 
updated version of the 
traditional City oath: 
‘My word is 
my bond’.

really valuable outcomes in due course. 
I don’t want to prejudge, but we want to 
engage the membership. I’d be very happy 
to come and talk about these issues at any 
branch or specialist group which is 
interested. If people would like to engage 
with us, all power to their elbow and ours. 

Any fi nal thoughts?
It’s a bit of a qualifi cation, I mean, I think 
we’ve been talking in quite general terms 
and that’s fi ne. I think the major focus is 
probably on the ethics of AI because that’s 
such a di�  cult area. Just to give you an 
example, there are people building AI 
systems who cannot explain how that 
system works and how it reached its 
conclusions, because they themselves don’t 
understand. Now a number of 
organisations such as IBM have come out 
and said: ‘That’s wrong and we’re not going 
to build such a system and we don’t think 
such systems should be on the market.’ So, 
if you can’t explain it, if you can’t justify its 
conclusions and show how it reaches its 
conclusions, then it shouldn’t be there. 

It’s essentially a black box.
If it’s black box and unexplainable that, in 
and of itself, even if it reaches the right 
conclusion, is, in my book, unethical.



of hard-won employment rights? In the 
name of disruption…
Disruption is becoming an infl ated concept 
and hence a useless word. It’s not news, 
to carry on being disruptive. You disrupt 
once, not continuously, because something 
has to be there to be disrupted in the fi rst 
place. It is like discovering a new planet 
for the fi rst time. The landing happens 
once. Likewise, the wheel is discovered 
once and has an amazing history, and 
we are still discovering ways of using it, 
but that discovery is not going to happen 
again. So, digital disruption has happened, 
but focusing on it is now becoming 

a distraction. Of course innovation is 
relentless. But the digital threshold has 
been passed. And it would be a pity if we 
were to look for new thresholds, focusing 
on fashionable and easy to grasp ideas, 
pop trends. The issues now are deeper 
and harder to understand and explain. On 
our new digital planet, so to speak, the 
new diffi  cult task is colonisation. In short, 
the new challenge is not so much digital 
innovation but the governance of the digital.

For example, in ethics and IT, the trolley 
problem is a distraction. It is enough 
to read the Wikipedia entry to see that 
it’s simply a device to challenge ethical 
positions about secondary eff ects, such 
as whether to save the mother or the 
baby in a diffi  cult pregnancy. Thomas 
Aquinas covered this a long time ago... 
The trolley problem and similar puzzles 

As more technology converges, and people 
discuss the pressing worries of the day – 
data privacy, digital health records, cyber-
bullying and more – there are deeper 
issues at play, which can be ignored in 
day-to-day life if one chooses to, but have 
great long-term consequences.

BCS’s stated goal of ‘making IT good for 
society’ aims to dig beneath the surface. 
Especially when we see large, powerful 
organisations behaving in a way that is 
typical for profi t-oriented companies, 
but non-optimum for societal benefi t. 
The general context of this conversation 
was summed up by Luciano in a quote 

from Norbert Weiner, in reference to any 
thoughtful person: ‘you need to be able 
hear yourself thinking...’ To really see 
the implications, or at least get a grasp 
on the potential implications, of any new 
technology, deep thinking is the key.

Even in academia, the speed of life has 
become rushed to the extent that there is 
constant churning of behaviour: publish 
the next paper, get the next grant, publish 
the next paper, get the next grant.

Whenever there is philosophy or ethics 
mentioned in IT, it always seems to 
gravitate toward a specifi c discussion 
– the trolley problem and how it is 
relevant to self-driving cars. Is this 
the wrong focus when we have a more 
immediate impact from the likes of Uber 
and Deliveroo apparently undoing years  d
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‘Disruption is a useless word. It’s not news to 
carry on being disruptive.’ 

Whether an organisation is now large and powerful, or is in a garage 
in Silicon Valley waiting to launch the next disruptive wave, there 
is a feeling that IT has lost sight of basic social philosophies, and 
the ethics and fairness that underpin them. Brian Runciman MBCS 
spoke to Luciano Floridi, the Oxford Internet Institute’s Professor of 
Philosophy and Ethics of Information, about the issues.

ETHICS
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are the equivalent of heads I win, tails you 
lose. It seems a joke, but it is irresponsibly 
distracting. The solution is not what to do 
once we are in a tragic situation, but to 
ensure that we do not fall into one. So the 
real challenge, in this case, is good design. 

Meanwhile AI transforms the workforce 
as we speak. We have an approach of: ‘Do 
fi rst, repair afterwards.’ The truth is that 
we need to look ahead, because at the 
moment employment law, the social safety 
net, and decent standards of living are 
bypassed. This leads to highly competitive 
environments where the lowest price wins, 

but few benefi t. 
For example, what if the gig economy 

was run by a cooperative? The benefi ts 
need to be shared with the larger 
community. 

It seems the gig economy is being 
justifi ed by the idea of ‘trickle-down 
economics’, but isn’t this a system that 
doesn’t work?
It is important where the money lands, 
but it is also important where it goes 
afterwards. The earnings of the likes 
of Apple are immense but they do not 
percolate, they do not go elsewhere. Capital 
tends to accumulate within small niches, 
it does not move. This is a well-known 
phenomenon in complex systems, called 
local minima. Trickle-down economics 
takes the view that money behaves like 
water and goes from the big bowls at 
the top, which overfl ow into lower ones 
to spread the wealth. In practice, money 
behaves like a ball - and it stays in the 
top bowl. 

The system needs a shake, and that 
shake often comes from taxation. 

The people who do the shaking, the 
politicians, should communicate that that 
is the way forward, and accept that they 

themselves may not be on the winning side 
when it happens. Unfortunately, here in the 
UK as well, the ruling class’ interactions 
with their schoolmates do not look 
promising. The situation is no better in the 
US, or in Italy, for example.

On the question of personal liberty, what 
should be our right to privacy versus the 
redrawing of privacy lines by information 
rich corporations?
We have already missed some chances 
to do the right thing. In the 1990s there 
was optimism: the Berlin wall, the end 

of Apartheid in South Africa, the end of 
the Soviet regime, Russia’s opening up, 
the Clinton administration, and so on. The 
internet was becoming part of the real 
world, and then gave rise to the web. 

We could have adopted a more social 
model rather than an economic one; 
more analogous to public libraries and 
motorways, less to supermarkets and 
airlines. But in the end it was decided 
to shape the internet and the web as a 
market, for late regulation. 

There were understandable mistakes, 
for example, the comparing of the web 
to any other utility, seen as pipes into the 
house. At the time the new infosphere 
wasn’t seen as a new space, but more 
like a utility like electricity, or a TV 
broadcasting service. 

Today we live on the web. We used to 

login and logout, but now we don’t logout. 
For example, our mobile phones constantly 
record our geolocations, 24/7. We now live 
in what I call ‘onlife’ – a constant analogue 

and digital mix, both online and offl  ine.
The second error was that politicians 

didn’t see that the space would be 
governed by whoever built it. Even the 
illusion that it is still a market, so that 
antitrust or customer services would 
regulate it, is often bypassed by new 
business models-based advertising. We are 
not customers, we are users. This is a gift 
that disempowers us. You can’t complain, 
let alone sue anyone, if you do not like 
a gift.

In this, the analogue world is kidnapped 
by the digital. To get a fridge we need to 
go to, for example, Amazon. The seller and 
buyer need to be there. The more we do 
this, the more the analogue (the fridge) 
needs to be there and submit to the logic 
of online marketing. Logically speaking it 
works, but socially, it is disappointing. 

What exits are there now? Politicians 
sometimes debate whether we can go 
back. They ask if there a handbrake. The 
answer to both is no. Those exits are gone, 
and we cannot stop, but we can go forward 
more intelligently, more fruitfully. 

I know it is risky, but I believe that, 
because today’s digital giants are so 
powerful, we need to bring them inside 
the decision room, visibly (transparency) 
and responsibly (accountability). We need 
to encourage corporate good citizenship. 
The view should be that a good, long-term, 
business plan goes hand-in-hand with 
good ethics in a good society. The cost 
is upfront, but the good is in the 
long-term results. 

To achieve good results - no fake news, 

no terrorist-advertising fundamentalism, 
property rights protected, preventing 
hackers crashing systems, human rights 
respected, benefi ts shared and so forth 

‘The trolley problem is heads I win, tails you lose. It 
seems a joke, but it is irresponsibly distracting.’

DON’T BE DERAILED BY 
THE TROLLEY PROBLEM ETHICS

‘The second error was that politicians didn’t 
see that the space would be governed by 
whoever built it.’
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- starts with ethical thinking. It requires 
a moment of longer term thinking that 
doesn’t pay in the next quarter, or next 
reshuffl  e. But this is the time for some 
real foresighted analysis and planning. 
A good degree of altruism is doable. In 
business, it takes mature companies. This 
is slowly happening but it is not a reality in 
the digital world yet. For example, the gig 
economy contradicts it. Yet given the right 
eff orts, we can set up frameworks that 
will deliver a better society. So, the real 
new innovation is governance. What if the 
government created a socially preferable, 
environmentally sustainable framework for 
the development of digital technologies? 
That would be news. That would be 
really ‘disruptive’.

So, in a world that moves as fast as it 
now does, can we fast-track maturity? 
I think so. This is about the stick and the 
carrot. For example, companies make 
mistakes that they regret later. ‘Fail often 
and fail fast’ is no longer a good approach, 
when you have hundreds of millions of 
users aff ected by your potential mistakes. 
It is not aff ordable for business now 
because the cost is too large, the impact 
too deep. 

Furthermore, some of our current 
mistakes could also be irreversible. And 
the market may not have the time to rectify 
errors and shortcomings. We need to be 
more mindful of the consequences of our 
innovation. 

We need to create an environment 
where we minimise the chance that 
companies learn by making huge mistakes 
(recall what happened with the banking 
crises recently). We can do this using 
incentives and disincentives. The General 
Data Protection Regulation (GDPR), for 
example, is a huge stick, but it is a good 
platform. It may help prevention. Consider 
that if it gets to a stage when only courts 
determine the viability of business models, 
then politics has not done its job. We must 
prevent mistakes and minimise their 
consequences, not retroactively try to solve 
them. And we must identify the future we 
want to realise, rather than just focus on 
the future we want to avoid.

BCS can play a signifi cant role in all this, 
and add to its societal value. It could be 

more than just a professional association, 
it could also be a strong voice that 
contributes to social welfare in the digital 
space. Especially as we feel increasingly 
powerless as individuals.

What is your view of the higher profi le 
thinkers who make remarks on the 
dangers of AI? – I am specifi cally thinking 
about the recent comments of Elon Musk 
and the late Stephen Hawking. 
They are irresponsible, I have the least 
respect for that kind of scaremongering 
attitude. It’s crying wolf, unscientifi c, and 
clickbait. The empirical and scientifi c 
evidence we have and can forecast 
indicates that the dangers in AI are entirely 
human and human only. The rest is sci-fi  
and zombie movies.

On a personal level, some commentators 
make much of the constant distraction 

of connected devices, that they mitigate 
against long-form reading and hence 
deep thinking. What is your take on 
that view?
There are several stages in critical 
awareness. Stage one is that we just 

don’t know something, and so we need to 
explore; stage two is the acknowledgement 
that we have a problem and we need 
to defi ne it; we now need to go to stage 
three - what do we actually do to address 
the problem? The fact that we have raised 
a red fl ag on our control is an important 
step, but I am tired of smart people 
focusing on problems, just denouncing, 
criticising, and analysing. It’s been done, 
we must start writing the new chapter 
in which we identify solutions, good 
practices, helpful lessons from the past, 
and potentially successful strategies. This 
is diffi  cult, much more diffi  cult than just 
formulating questions. But it is what makes 
a diff erence. Imagine a GP who only raises 
questions and doubts. At some point you 
want to know not just what the health 
problem is but what the cure may be.

We know that digital technology relies 
on attention management mechanisms. 

Websites are designed to encourage clicks. 
And adverts are the monetised part of the 
same attention management. There may be 
limited PR value in intellectuals screaming 
about it but, for researchers, this is not 
news, and the noise is even part of the 

‘I am tired of smart people focusing on 
problems, just denouncing, criticising and 
analysing. It’s been done.’

Something that is feasible

Something that is sustainable

Something that is socially 
acceptable

Something that is
 socially preferable 
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problem. Stating the problem has become 
the solution. If you have an eating disorder, 
recognition is important but then it needs 
action. You must change your diet.

For this, three areas need to 
come together: education, corporate 
responsibility, and government. If it 
were only about personal education, the 
message becomes that ‘it’s all your fault’. 
The corporates’ excuse is ‘we just provide 
what people want’. And government can 
hide behind the mantra ‘we allow and 
enable the free market’. Each of these 
views pushes the blame elsewhere. 
We need long-term coordination and 
commitment.

How do we get out of that loop  
of excuses?
This is a big question, and goes to the 
root of the democratic system. There is a 
tension between democracy and business 
models, they don’t go hand-in-hand. We 
need to rethink both. The online business 
model, the ad-driven model, is not good. 
Likewise, in politics, saying: ‘The people 
have spoken’ because 52 per cent vote for 
a particular outcome is not really taking 
democracy seriously. It means that minority 

views are not protected, and that leads to 
populism. 

In short, we need to rethink the 20th 
century. Because at the moment we are in 
a zero sum game but this is very far from 
inevitable. 

Are there good examples of social policy 
or approaches we can garner from  
other countries?
Scandinavian countries are often indicated 
as progressive examples. But what we 
need to remember is that they are tiny, 
many have populations smaller than 
London’s. Size makes a difference to 
resources, complexity and organisational 
approach. It’s like saying that because you 

can organise a good party for five people 
that you can organise a successful concert 
for thousands of people at Wembley 
stadium. So, I’m in two minds about 
pointing to specific examples because 
these are more proof of concepts than 
scalable solutions for every situation. 
Each community has its own peculiar 
features. It is not a good idea simply to 
import solutions from other contexts. What 
is important is to realise that in other 
contexts it is doable, it has been done, so it 
may be doable in our context too.

What can we do to increase thought 
amongst entrepreneurs before they 
launch world-changing, or at least 
society-changing, technology?
Self-regulation can’t do it alone. Take the 
example of the charge for plastic bags. 
Everyone wanted to do it, but no-one 
moved because no-one wanted to be at 
a disadvantage, and rightly so. What was 
required was legislation. Re-leveling the 
playing field by raising the standards for 
all. It worked, because all the supermarkets 
were required to do it at the same 
time, none of them had a first mover 
disadvantage; consumers were happy for 

it to happen because they understood the 
environmental issues; and government 
brought that all together.

In tech, the ideas of social responsibility 
could be brought together in a similar way. 
For example, BCS and TechUK, could go to 
the government, with a mandate from their 
members, and indicate that they are happy 
for the government to upgrade the rules. 
We can’t change behaviour until we agree 
and ensure that it is a common change, 
shared by all. 

The Jesuit approach is relevant here: to 
resist temptation you don’t only use will-
power, you actively avoid putting yourself in 
a situation where temptation is more likely 
to arise. So agreeing an ethical stance, and 

‘The Jesuit approach is relevant here: to resist 
temptation you don’t only use will-power, you 
actively avoid putting yourself in a situation 
where temptation is more likely to arise.’

FOCUS: ETHICS



having some governing bodies presenting 
to governments the opportunity to make 
an ethical framework a matter of public 
policy, means that the new framework 
becomes the new standard for everybody. 

Right now, a variety of mechanisms 
in diff erent countries support tax relief 

opportunities for donations. The IT 
giants have already won at the game 
of capitalism, so one may incentivise 
the donation of a percentage of their 
vast profi ts to social benefi t. And if all 
companies are required by law to invest 
in socially good initiatives of their choice, 
then the rules of the game change. It’s the 
acceptable 5p plastic bags across 
the board.

What would a Philosophy 101 primer for 
tech people contain?
Rather than a reading list, a short 
introduction could be about understanding 
some of the conceptual issues, about 
design principles and ideas, about how to 
build better societies. 

For example: Pareto Effi  ciency is a 
principle of dividing a resource, whatever 
it is, in as satisfactory a manner as 
possible. For example, four people get 
each one quarter of a cake. The idea is 
to achieve Pareto optimality - to get the 
most satisfaction for the most actors. It 
can apply to computing power, money, 
cake, anything. If one of the four people 
gets more than of a quarter of the cake, 
then that is not optimal because someone 
is getting less, and we move from four 
satisfi ed people to three. More generally, 
the goal is to allocate resources in the 
most effi  cient manner, by ensuring 
that one participant’s situation cannot 
be improved without making another 
participant’s situation worse.

Also, from game theory, there is the 
Nash equilibrium. This, again, is about 
acting optimally, when each participant in 
a game has no incentive to deviate from 
his chosen strategy once he has taken into 

consideration an opponent’s choice, that 
is, each participant tries to make the best 
decision possible, whilst also taking into 
account the decisions of the others in 
the game. 

There are also valuable concepts in the 
Markov state of a system, a stochastic 

model describing a sequence of possible 
events in which the probability of each 
event depends only on the state attained in 
the previous event. Activity can be aff ected 
depending on whether it is a zero memory 
system, or not. For example, the ‘crying 
wolf’ game is not a zero-memory system, 
that is, it is not a Markov chain, because it 
is dependent on several previous activities. 
Actors behave diff erently because they 
remember how many previous instances of 
the pointless alarm have already occurred. 
Chess, instead, is a Markov-like game, 
because it does not require that kind of 
memory. You can walk into a room and 
start playing at any stage, just by looking 
at the board, and independently of whether 
you know which moves lead to that 
confi guration. 

 In the philosophy of design, Kolmogorov 
complexity comes into play. When we 
look at “10101010101010101010” and at 
“78231658172923349129” we can tell that 
one is simple and the other is complex. 
This intuition is exactly what Kolmogorov 
complexity formalises. It measures the 
complexity of an informational object, like 
a string of numbers, by referring to the 
length of its shortest description in a given 
vocabulary. For example, the fi rst string is 
obtained by the description ‘10 ten times’, 
which is very short and can create very 
long strings. The second string is random 
and so its description is only provided by 
itself. This has applications anywhere there 
are digits, for example, in computer science 
to data compression, and has an impact on 
effi  cient use of resources. 

I have been dreaming of collecting 
similar principles in a short book, 
something like 20 conceptual tools to help 

you understand the world better.

What about personal responsibility? 
Our previous CEO used the example of 
architects - that they had the mandate 
through their qualifi cations to refuse 
to, say, build a bridge if they knew that 
it would be unsafe. In technology, these 
considerations don’t seem to be 
as strong.
The engineering of bridges is well known, 
so architects can make ethical decisions 
more easily; but IT systems are a new 
art. We are still learning the hard way to 
establish parameters and standards. I 
think we will get to the same stage of 
maturity soon. 

This area needs more research to 
understand what goes right or wrong at 
the moment, to compare with existing 
knowledge and analyses till standards 
emerge. Socially-sound IT-building is not a 
book that exists yet. We need to encourage 
socially preferable behaviour. 

I have been working on a model for that, 
where we can assess social maturity and 
organisational maturity with an analysis of 
a nested set of options (see page 8).

In the plastic bag case, for example, we 
can clearly see that it ticks all those boxes, 
with social preferability being the 
ultimate goal.

Tech often worries about number one, 
acknowledges number two and is satisfi ed 
with number three. We need to move 
digital innovation into number four, with 
rules that are self-reinforcing through 
virtuous cycles. 

For example, if the population of a 
country sees its tax money spent well, they 
are more likely not to avoid paying taxes, 
which leads to a better country, potentially 
with lower taxes and so forth. But if they 
see poor services, even the taxes they do 
pay look onerous. They will try to avoid 
them, leading to a more exacerbated taxing 
regime, which reinforces the vicious circle 
of avoidance, and so forth.

‘Socially-sound IT-building is not a book that 
exists yet. We need to encourage socially 
preferable behaviour.’ 
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Ethics refers to the moral principles that 
govern the behaviour of a person or group. 
Every society and profession should 
have principles that determine what they 
classify as ethical behavior. Information 
and communications technology (ICT) 
is an umbrella term that describes all 
the technologies that are used for the 
creation, transmission and modifi cation of 
information. In line with this, information 
ethics has been defi ned as ‘the branch 
of ethics that focuses on the relationship 
between the creation, organisation, 
dissemination, and use of information’.

The foundation of computer ethics was 
laid down by Prof. Norbert Wiener, of the 
Massachusetts Institute of Technology, 
during the First World War, when he 
designed anti-aircraft cannons and 
foresaw revolutionary social and ethical 
consequences of information feedback 
systems. However, he did not use the term 
‘computer ethics’. That recognition goes 
to Walter Maner who used the term to 
refer to the fi eld of inquiry that deals with 
ethical problems aggravated, transformed 
or created by computer technology. As 
such, ICT essentially only provides new 
outlets for old ethical problems.

ICT has an increasing level of infl uence 
on the way we live, shop, work, play and 
learn. It essentially permeates every 
fabric of our lives and plays a key role in 
the evolution of ethics/ethical behaviour. 
ICT does not necessarily redefi ne ethics; 

whole new vista of other ethical concerns, 
such as: cyberbullying, cybersquatting, and 
exposure to sexual predators.

We are experiencing a rising app-
culture as a result of a rapid growth in the 
number of smartphones equipped with 
sophisticated embedded sensors. Many 
of these apps harvest user data from 
these phones to facilitate their operations. 
Unfortunately, this data can fall into 
the hands of unethical professionals 
who may intrude on the privacy of 
unsuspecting users.

The anonymised versions of the 
harvested data can be passed through 
data analytic engines to provide valuable 
insights that can be used for social good. 
However, the same data can be used in an 
unethical way when it is given out to third 
parties for pecuniary gains. The recent 
alleged scandal involving Facebook and 
Cambridge Analytica is a case in point. 

Across the world, changes in the legal 
system usually lag behind the changes 
in society. In the same way, the rate of 
development of technology far outstrips 
the rate of development of technology laws 
and this generally creates a policy vacuum. 
As such, it is important to note that an 
action may be considered to be unethical 
even if it does not violate any laws of 
the land. 

Other common unethical attitudes like 
lying, cheating, stealing and being abusive 
can easily be enhanced by ICT. Recent 

rather it just generates new ethical issues. 
As our lives get further intertwined with 
cyberspace, it has become necessary to 
pay closer attention to the ethical use 
of ICT. 

ICT professionals now have access 
to a lot of confi dential information such 
as health records, GPS coordinates of 
transportation fl eets, fi nancial records and 
more. This level of access has heightened 
privacy concerns and privacy is considered 
to be one of the most important topics 
when it comes to the issue of ethical 
behavior. However, with the growing 
incidence of cyberthreats, there is now 
an urgent need to balance the demand 
for privacy with that of security. As such, 
in order to ensure the ethical use of ICT, it 
is important to strike a balance between 
privacy and security.

This article discusses some of the 
ethical issues that result from the use 
of ICT in Nigeria and includes some 
recommendations on how to promote 
ethics in the profession.

Ethical issues in Nigeria
Social media has brought many 
well documented advantages and 
disadvantages. It aids communications 
but, ironically, also creates a tendency 
to increase social isolation, described 
as ‘being lonely in a crowd’. It has also 
increased incidences of hate speeches 
and fake news. Social media also opens a 
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research on online honesty, published in 
the Computers in Human Behaviour journal, 
suggested that lying online is the rule and 
not the exception with only 16-32 per cent 
of respondents in the study indicating that 
they tell the truth when online. Identity 
theft, scamming and e-banking fraud have 
also signifi cantly increased in scale as a 
result of ICT. 

Technology and society evolve
The ethical issues of the Third Industrial 
Revolution are likely to pale in comparison 
to issues that will come up in the Fourth 
Industrial Revolution (FIR). The FIR has 
resulted in the blurring of lines between 
the physical, biological and digital 
worlds, resulting in technologies that are 
expanding at an exponential rate. Artifi cial 
intelligence (AI) is now gaining prominence 
and has led to legitimate concerns about 
their potential use for unethical behaviour. 
In fact, the late Stephen Hawking warned 
that AI could provide ‘new ways for the few 
to oppress the many’.

Recommendations 
In order to reduce the level of unethical 
behaviour in the use of ICT, Nigerians need 
to embrace a new paradigm and realise 
that ethics and the pursuit of profi t are not 
mutually exclusive. In fact, organisations 
which are ethical in the design and 
deployment of ICT solutions are likely to 
be more sustainable, more robust and 

more profi table than those who are not. 
An increased level of advocacy can help to 
entrench this new paradigm.

A number of professions require their 
members to take an oath as part of their 
requirements for being inducted into 
the profession. The medical and legal 
professions are good examples of this. For 
example, the Hippocratic Oath is taken by 
doctors who swear to uphold a number 
of professional ethical standards. ICT 
practitioners have access to large amounts 
of sensitive data and inappropriate use 
of this can cause even greater harm than 
unethical doctors can cause 
their patients. 

A few strands of computing already 
administer oaths. For example, before 
being issued a certifi cate in ethical 
hacking, participants are required to sign 
an oath that they will only ‘hack for good’. 
We need to go further to enforce these 
oaths and we need to have some kind 
of feedback mechanism to run random 
anonymised checks on ICT practitioners to 
determine the level of adherence to ethics 
in the ICT sector. A variant of the whistle-
blowing policy introduced by the federal 
government to curb fi nancial crime can 
be adopted in the ICT profession to curb 
unethical practice.

A number of ICT bodies have introduced 
a professional code of ethics which is also 
alluded to in the oath of membership taken 
by members. However, in order for ethics 
to become the bedrock for practicing ICT 
in Nigeria, it is critical that topics related to 
ethics are embedded in the curricula for 
ICT training at all levels - from the primary 
to the tertiary levels. It will also be useful 
to include ethical courses in informal ICT 
training as well.

Consider the environment
Regardless of the profession, ethical 
behaviour should include care for our 
environment. Electronic waste has become 
a challenge in Nigeria. It refers to how 
unwanted, obsolete or faulty electronic 
equipment is discarded. The copper and 
gold taken from these devices can also 
generate some considerable amount of 
revenue. However, the waste can produce 
harmful emissions that can accumulate 
in soil, water and food, leading to harmful 
health issues. 

According to the fi ndings of the UN Basel 
Convention E-Waste Africa Programme, as 
at 2010, 1.1 million tonnes of E-Waste is 
generated in Nigeria annually. The same 
report suggested that this waste can rise 
as much as 500 per cent by the year 2020. 
As such, the proper disposal of this waste 
is an ethical issue that requires 
urgent attention.

Enforcement
In recent times there has been a lot of talk 
about the use of drones for social good. 
There are a lot of merits for this, as these 
drones can be used for several noble pur-
poses such as the prompt transportation 
of vital medical supplies to remote loca-
tions, curbing pollution and even for the 
provision of internet access. However, the 
camera and other sensors on these drones 
can easily be used to harvest sensitive 
data without the consent of users along the 
drone’s trajectory. It is important to hold 
the users of these drones accountable to 
ethical standards.

Enforcing guidelines is another way to 
strengthen the resolve of organisations 
to embrace ethics in ICT and institutions 
responsible for the regulation of ICT will 
need to continue to champion this cause. 
The National Information Technology 
Development Agency (NITDA) is currently 
on an active drive to promote ethical 
behaviour in the use of ICT in Nigeria, 
especially in the public sector. 

The Agency reviews and clears all 
ICT projects in the country to ensure 
sustainability, value for money and 
reduction in waste. An active list of 
registered ICT experts is also being 
maintained to ensure that these 
government funded ICT projects are 
executed by competent and 
accountable professionals.

The incorporation of ethics 
The frenetic pace of development of the ICT 
sector has generally improved the way we 
live, but it has also increased the outlets for 
unethical behaviour. 

However, we can still improve the 
level of ethical behaviour among 
ICT practitioners through advocacy, 
incorporation of ethics into the training 
curricula at all levels, and the enforcement 
of relevant guidelines and standards. 
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Information and communication 
technologies (ICTs) have raised ethical 
concerns for almost as long as they have 
existed. Professional bodies like the BCS, 
ACM or IEEE have, therefore, developed 
and implemented ways of addressing 
these concerns, such as codes of ethics or 
professional responsibilities. 

Despite these activities, the ethical 
issues arising from ICTs are now more 
prominent than ever. If you open a 
newspaper you will almost invariably 
fi nd articles about ethical issues directly 
linked to technology. Fake news, election 
meddling, and concerns about robots 
and AI are among the high-profi le issues. 
This is caused by the continuing advance 
of ICT in most aspects of our social, 
organisational and personal lives. 

Human beings rely on technology for 
numerous aspects of daily life such as 
education, communication, entertainment, 
travelling or storing personal data. The 
pervasiveness of these technologies 
continues to increase and, at the 
same time, the pace of technological 
development is becoming increasingly 
fast. While you may fi nd it exciting to think 
that one day technologies will be able to 
replace humans in many tasks considered 
mundane, this also poses the question of 
what would happen if robots will be able to 
do everything better than humans.

Such devices are mainly developed 
with a benefi cial purpose in mind, such 
as helping people to fi ght loneliness (in 
particular elderly people). Even though 
the original idea is good, concerns arise 
about how such devices will be used: what 
happens to all the data about its owner 
that the robot stores? Who has access to it 
and how can it be used? Also, what would 

It is also worth pointing out that often, 
once a technological product leaves 
the lab, it is used in a way that was not 
originally predicted by the designers. Let’s 
take the example of a� ective devices -  
robots that can interpret signals such 
as human heartbeat, posture or tone of 
voice, to interpret a human’s mood and 
respond accordingly. 

In a world where technological advances can create an undesirable future, there is an 
ever stronger call for more ethical research. Responsible research and innovation are a 
must. Margherita Nulli, Bernd Stahl, Carolyn Ten Holter and Martin de Heaver report.
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happen if people start treating the robot as 
a real human being?

If we want to build a better IT future 
we need to ask ourselves a key question: 
how can we maximise the benefi ts of a 
technology while minimising its risks? 
There are several answers to this 
question and one of the most prominent 
approaches is responsible research and 
innovation (RRI).

What is responsible research and 
innovation?
Responsible research and innovation is 
a process that aims to ensure that the 
outcomes and processes of research 
are socially desirable, acceptable and 
sustainable. This highlights important 
questions such as what are the benefi ts of 
the research, what are the risks of it, what 
are the alternatives and who is responsible 
for the outcomes of the research. RRI 
states that the role of the researchers is to 
take a long-term perspective and consider 
what will happen to their products once 
they leave the laboratories. 

RRI can help researchers to obtain better 
outputs and minimise the side e� ects of 
their research by helping them anticipate 
the e� ect of their products, refl ect on the 
purposes of the research, engage with 
the stakeholders and act to infl uence the 
direction of their research. These aspects 
form the AREA 4P framework, which is the 
core of RRI in the UK.

The AREA 4P framework
The AREA 4P framework defi nes a 
structure and a process for embedding RRI 
into research and innovation projects. The 
framework consists of a set of questions 
that help the researcher to consider all 
aspects of their research and to evaluate if 
it is being done responsibly (see the further 
reading box for references).

The AREA framework help scientists 
harness their creativity by asking them to 
anticipate the impact of their work, refl ect 
on purpose and motivation, engage with 
stakeholders and act accordingly.

In order to consider these aspects 
comprehensively, you need to take into 

account the process of doing research and 
development, the products and outcomes 
(including unintended ones), the purpose 
and the people involved.

The table (on facing page) contains 
the AREA-4P framework in the form of a 
matrix that allows researchers to work 
through key questions to determine 
whether their work is done responsibly.

It has to be emphasised that RRI is not a 
panacea and cannot perform miracles. RRI 
cannot predict the future or avoid all side 
e� ects arising from a technology, nor does 
it alleviate problems related to ethics in 
research. It can, however, help to refl ect on 
the strengths and weaknesses of a project 
(or a tool) and stimulate a better-informed 
conversation about possible remedies.

Putting the RRI into practice: 
the ORBIT project
RRI is a concept embraced by a range of 
research funders including the EU and 
EPSRC, which is now requiring scientists 
to demonstrate that researchers have 
implemented RRI in their projects. ORBIT, 
the Observatory for Responsible Research 
and Innovation in ICT, was created with the 
support of the UK’s biggest funder of ICT 
research, the Engineering and Physical 
Research Council (EPSRC). ORBIT aims 
to help put RRI into practice. To do so, 
ORBIT o� ers a series of services that aim 
to integrate all the aspects of RRI in the 
research practice.

To go back to the example of an a� ective 
device, there are many things that could be 
done to ensure it is developed responsibly. 
ORBIT could help you, for example, fi nd 
resources, cases, technology descriptions 
and other documents to learn from good 
practice. A self-assessment tool can help 
you identify the strengths and weaknesses 
of your work in many respects, from 
foresight and engagement to gender 
balance and research ethics. During the 
work of developing an a� ective device all 
of these can be relevant. For example, how 
do you decide whether the artefact could or 
should appear to be female or male? How 
can you envisage the consequences of a 
broad adoption of a� ective robots in home 

care settings? ORBIT can help researchers 
fi nd ways to answer such questions and 
gain competences through training and 
proposal development. A key aim is to 
develop a community which is supported 
by an online open access journal where 
you can see other researchers’ views and 
publish your own.

Ethical and social issues of ICT are now 
so obvious and pressing that we need to 
fi nd ways of addressing them. RRI o� ers 
a way to take a broad look at these issues 
and it encompasses an array of ways of 
dealing with them. As an ICT professional, it 
is your responsibility to make sure that the 
technology you develop benefi ts society. 
RRI can help you achieve this.

Further reading 
Jirotka, M., Grimpe, B., Stahl, B. 
C., Hartswood, M., Eden, G. (2017). 
Responsible Research and Innovation 
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org/10.1145/3064940

Owen, R., & Goldberg, N. (2010). 
Responsible Innovation: A Pilot 
Study with the U.K. Engineering and 
Physical Sciences Research Council. 
Risk Analysis, 30(11), 1699–1707. 
doi:10.1111/j.1539-6924.2010.01517.x

Stahl, B. C., Obach, M., Yaghmaei, E., 
Ikonen, V., Chatfi eld, K., & Brem, A. 
(2017). The Responsible Research and 
Innovation (RRI) Maturity Model: Linking 
Theory and Practice. Sustainability, 
9(6), 1036. https://doi.org/10.3390/
su9061036

Stilgoe, J., Owen, R., & Macnaghten, 
P. (2013). Developing a framework 
for responsible innovation. Research 
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In our organisations, in our pedagogic 
practice and as mentors, we attempt to 
instil professionalism in many ways, such 
as refl ecting on completed work, codes 
of conduct and issues such as ethics and 
legal requirements. 

Membership of BCS and other 
professional societies entails 
professionalism. Yet none of us are born 
professionals; for a person to become a 
professional they need to dedicate time 
to considering their approach, attitude 
and decision-making when engaging 
in practice. It is a challenge in higher 
education to help our students develop 

human involvement in critical decisions.  
Whether that is obvious to the casual 
observer is less clear. 

As educators, we have a clear obligation 
to develop professionalism in our students.  
Becoming a professional may not always 
be the easiest pathway for a career-minded 
technologist who is driven by technological 
innovations. We aim to capture and nurture 
the passion and innovations, and still 
ensure our students have professionalism 
at the forefront of their minds. Sometimes 
an ethical issue might not be relevant today 
but it could be a concern tomorrow. A good 
example would be current innovations 
in AI.  Stephen Hawking emphasised our 
ethical duty when he warned China that 
‘we should do all we can to ensure that its 
future development benefi ts us and our 
environment’.

The route to professionalism
In our profession we cannot require 
our students and graduates to become 
members of a professional body which 
would support their professional 
development. But it is a requirement of 
BCS-accredited courses to make visible 
and to assess the teaching and learning of 
professionalism in the curriculum. Those of 
you teaching on these courses may know 
them as ‘LSEPI’: legal, social, ethical and 

professional attributes such as ethical 
awareness.

Many readers will have seen examples 
of IT-related ethical problems in the media 
in recent years. As we write this you can 
read allegations around social media 
and the mining of information. Medical 
informatics provides many examples 
such as Google’s Deep Mind and the 
Royal Free Hospital in London, yet the 
use of pseudonymised NHS data can be 
hugely valuable for medical researchers. 
Conversely, the sale of data raises 
concerns and the implementation of GDPR 
demands consideration of consent and 
reasonableness.

Science fi ction and science fact
Many of us grew up enjoying dystopian 
science fi ction visions of the future use of 
computing. This could vary from 2001 A 
Space Odyssey, through to The Terminator 
and The Matrix as well as a plethora of 
media from books to computer games. 
We are moving to a world of pervasive 
surveillance, autonomous cars (and a 
report of the fi rst associated death) and 
military projects like the Fast Lightweight 
Autonomy programme by DARPA in 
the USA. Unlike in science fi ction, these 
projects (should) operate within well 
thought-through ethical frameworks with 

Examples of arguably unprofessional or unethical behaviour related to IT are fairly 
commonly reported events. For a number of years, BCS has been encouraging coverage 
of related issues within accredited higher education provision. Phil Brooke FBCS, Tom 
Prickett MBCS, Shelagh Keogh MBCS and David Bowers FBCS report on this issue.
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BECOMING
PROFESSIONAL 
A UNIVERSITY PERSPECTIVE 

A key defi nition
‘The term professional means 
di� erent things to di� erent people; 
nevertheless, there are certain 
general technical and social 
standards normally associated 
with a professional. Further, the 
term is more generally applied to 
the practitioner rather than to the 
researcher. But within the rather 
broad defi nition specifi ed, the 
computing practitioner is, as yet, 
not regarded as a professional.’  
Finerman (1975) 
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professional issues. A cynical view of LSEPI 
is that they are a hoop to jump through, 
a viewpoint we strongly disagree with, 
as they are intrinsic to the education of 
responsible practitioners.

There are two distinct ways to 
incorporate professionalism within the 
curriculum: one is to include specifi c topics 
or modules in a degree course; another is 
to have professionalism distributed among 
many subjects or even all subjects. The 
former can be a challenge for technical 
students as it often means working with 
assessments quite di� erent from their 
other subjects. Having professionalism 
embedded in many di� erent subjects 
can mean this aspect is diluted or even 
missed while students are still able to 
pass the assessments without achieving 
a deep understanding of professional 
issues.  Of course, some institutions mix 
both methods and there is no perfect 
solution. The medical profession has been 
going a lot longer than computing but still 
struggles with this social phenomenon.

Looking to the future
All of these debates can be a distraction 
as the main objective here is to focus on 
students demonstrating that they have 
committed to being a professional: this can 
require an attitude shift. We can teach skills 
and impart knowledge but appropriate 
attitudes can be developed only through 
repeated application of professional 
principles by students in their studies. 
Next time a student muses: ‘what needs 
to be done next to develop this product?’, 
we should respond with: ‘what needs to 
be done and how can we limit or mitigate 
harm today and tomorrow?’

For a number of years, BCS has taken 
these issues seriously in the accreditation 
of higher education programmes. There 
is an expectation that as well as LSEPI, 

information security, commercial and 
economic issues are covered as core 
topics in the degree programmes we 
accredit. This is part of a wider initiative 
in partnership with our sister professional 
bodies in the Chartered Engineering (CEng) 
sector (under the Washington Accord) and 
for the Chartered Information Technology 
Professional (CITP) status o� ered by sister 
computing and IT bodies (under the Seoul 
Accord).

How can you help? 
One of the challenges for computing 
academics today is that a signifi cant 
proportion of our students are at least 
as interested in their studies for the 
career opportunities they provide rather 
than for the love of the discipline itself. 
Consequently the weight given to opinions 
from the ‘real world’ has a strength 
that academic discourse does not. It 
is likely in your career you have faced, 
analysed, balanced and resolved a range 
of professional dilemmas. These real 
world stories could be very supportive in 
making real the importance of legal, social, 
ethical, professional, information security, 
commercial and economic issues to a new 
generation of students.

So, can we fi nish with a plea? Your local 
university needs you! Help us educate the 
next generation of computing professionals 
and together we can endeavour to make 
IT good for society. Your real professional 
dilemmas can help us bring to life this 
critical area of the computing curricula and 
help our future professionals to understand 
the types of challenges they may face in 
the world of work.

About the authors: Phil Brooke CEng 
FBCS CITP CMath MIMA, Tom Prickett 
MBCS CITP SFHEA, Shelagh Keogh MBCS, 
and David Bowers CEng FBCS CITP each 

have over twenty years of experience in 
computing. Much of this time has been 
spent in university posts. Phil, Tom and 
David have been academic accreditors 
for BCS for around a decade. Phil and 
Tom are members of the BCS Academic 
Accreditation Committee. David is also 
a chartered member assessor. Tom is 
the current chair of the BCS Academic 
Accreditation Committee.

LSEPI: The BCS 
guidelines on course 
accreditation
What does BCS expect to be covered 
within degree programmes in 
relation to legal, ethical, social 
and professional issues (LSEPI)? 
‘Students should not perceive LSEPIs 
as peripheral to, or less signifi cant 
than, technical skills detailed in 
the syllabus. Topics which are not 
assessed may be seen by students 
as unnecessary. BCS considers 
that adequate coverage of LSEPIs 
is important in the assessment 
and examination of accredited 
programmes and accepts that the 
requirements may be met in many 
ways’. It is not the role of BCS or 
any other professional body to stifl e 
innovation or mandate how these are 
covered within degree programmes or 
precisely which issues are explored. 
What is expected is that issues are 
taught to students and included in the 
assessments the students complete.  
Within reason, the intention is not to 
discourage innovation, development 
or application of new technology, 
but to refl ect upon the potential 
consequences.
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With 2018 becoming such a key year for 
highlighting gender diversity and equal 
opportunity issues in both business and 
public worlds, the BCS North London 
Branch, led by the ever-enthusiastic Dalim 
Basu, decided to run a series of events, 
labelled ‘Wominspiration’ for all those 
wanting to know more about gender 
diversity and equal opportunities in IT. 
Six gifted and interesting women from 
across the UK were invited to attended and 
share their experiences of working and 
progressing their careers within the UK’s 
IT landscape. 

Charlotte Hutchinson
Cloud Technical Consultant (IBM UK), 
Charlotte Hutchinson, was up fi rst, and 
divulged how she had originally been 
a computer science graduate from the 
University of Kent before joining IBM, 

where she pushed herself forward to 
become their European Subject Matter 
Expert for their API platform. Through her 
work at IBM she learned how to work with 
clients on strategies and on coding APIs, 
and, more recently, has moved toward 
consultancy work. She’s particularly 
enjoyed working on a project at Wimbledon 

management, through business analysis 
and development and fi nally to focus on 
architecture. 

Katie admits that it was hard for her to 
‘integrate initially, being the only female on 
a tech team, and surrounded by men who 
sounded like they were speaking a foreign 
language!’ 

Nadia Abouayoub
Working as a strategist and improvement 
lead in investment banking, Nadia 
Abouayoub fi rst launched her career with 
JP Morgan 15 years ago and has worked 
in fi elds as diverse as risk management, 
product control and technology in trading 
applications. More recently she has worked 
on a GDPR project. Nadia has an MSc in 
Computing, and an MSc in Formal Methods 
and the Security of Systems from Royal 
Holloway, at the University of London.

Nadia says that at JP Morgan she 
learned to change her mind-set, and to 
broaden her horizons, which allowed her, in 
turn, to develop new skills and learn more 
about fi nancial products. She even created 
apps for herself.

Jennifer Wetton
Currently an ‘innovator in residence’ at 
Santander, Jennifer is focussed on machine 
learning, but, previous to that, she was 
looking at how to bring the principles and 
practices of open source and communities 
into Santander. Prior to working at the 

during the tennis tournament, where 
she’s been their technical consultant, thus 
mixing her twin loves of computing and 
sport.

Katie Hopkins
Katie Hopkins is a senior consultant 
within the Technology Consulting practice 
at Deloitte MCS, and, in her own words, 
is a ‘social architect implementing 
merchandising planning systems, and 
aligning European and US landscapes.’ 
However, she’s about to change projects 
and will soon be helping to deliver TOGAF 
certifi cation within Deloitte, whilst also 
maintaining her role as a mentor and 
partner with local schools, delivering 
mentoring guidance for kid’s careers. 
She is currently part of Deloitte’s Gender 
Balance working group, which seeks to 
attract, retain and develop female talent.

However, Katie wasn’t always involved 
in IT; in fact, she originally studied English 
with History of Art whilst at university, 
and ended up embarking on a career in 
technology by chance! She started out 
on the John Lewis Technology Graduate 
scheme, and spent time in roles which 
spanned the project lifecycle, from project 

To coincide with International Women’s Day, the BCS North London Branch ran the fi rst 
of a series of ‘Wominspiration’ events that aim to shine a light on some of the talented 
women currently working in the IT arena, with the aim of helping inspire the next 
generation. BCS Editor Justin Richards MBCS reports.
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‘The only female on a tech team, and surrounded by 
men who sounded like they were speaking a foreign 
language!’
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bank, Jennifer had done a bit of everything 
from market researcher to e-commerce 
start-up founder to management 
consultant, helping organisations build 
and deliver strategies for growth and 
advising them on how they could leverage 
technology.

Jennifer Dean
Although currently semi-retired (she was a 
barrister), Jennifer Dean is still very much 
in demand, whether it’s sitting on a national 
ministerial advisory committee at DEFRA, 
running a business advice company, being 
the Chair and a Trustee for the ‘Music 4 
Children’ Charity, or as an author (she’s a 
best-selling Amazon author) or fi lmmaker 
(her last fi lm premiered at the National 
Film Theatre).

Starting o�  with a science degree, 
Jennifer didn’t fi nish her PhD in bio-
physics, but instead found herself drawn 
towards environmental law, and almost 
became a lawyer by accident, although she 
was also a COBOL programmer for a while. 
Interest has always been paramount for 
her, providing the motivation needed for 
choosing her roles and jobs.

Sue Milton
Sue Milton, an advisor on good governance, 
didn’t originally set out to work in IT, but 
rang the Bank of England, on her dad’s 
advice (‘aim for the top’) and took a test to 
be a computer programmer, working, at 
that time, with tapes and cards. Having a 
degree in economics and in German, she 
was used to dealing in languages, a bonus 
as a computer programmer. 

Since her bosses wouldn’t let her 
physically crawl around as a network 
engineer, because she was a woman, 
she ended up moving across into audit 
management, and integrated into IT 
assurance programmes. Her current focus 
is on the intangible aspects of governance 
that infl uence working relationships within 

and between companies, and looking at the 
impact of Brexit.

Final take-home messages
Event organiser, Dalim Basu, quite rightly 
stated that the types of job roles within 
the IT industry are always changing, which 
surely must be a good thing for gender 
diversity within IT. He also urged the 
industry to make a di� erence to the way in 
which gender is handled going forward.

During the closing panel discussion, 
based on questions posited by the 
audience, the speakers all seemed to agree 
on the fact that men need to be engaged 
in order to achieve better gender parity in 
future. After all, gender balance is better 
for everyone. Nadia Abouayoub, for one, 
didn’t think that men were consciously 
restricting female numbers, they just didn’t 
think about it.

The panellists all displayed a passion 
for IT during the event, and all the women 
saw IT as being a great career, even 
though most of them have met with 
gender prejudice at some point during 
their careers. Jennifer Dean believes that 
working in IT can ‘provide you with such a 
great skill-set, you can take those skills into 
any career.’ 

But she sees IT as such a massively 
growing fi eld, which encompasses so many 
di� erent types of roles, from cell animation 
to civil engineering, that one ‘shouldn’t 
want to ever leave it as it’s a great space to 
be in with so many career options’.

All the women felt that diversity of 
opinion (and gender) is so important and 
always improves business decisions, hence 
raising the profi le of equality in gender 
representation throughout all of society 
is to everyone’s benefi t and can only be a 
good thing.

SHARED KNOWLEDGE
All the speakers were asked to share 
their tips for would-be women in IT as 
part of their presentations and pretty 
much all of them agreed on one thing 
– to get a mentor, someone who can 
help guide them through their career, 
or at least di� erent stages of it. And if 
a more senior mentor fi gure isn’t 
available, fi nd a trusted ‘buddy’ who, 
as Sue Milton says: ‘can help you see 
yourself in an impartial way, and be 
someone you can use as a sounding 
board for new approaches for your 
work.’  Nadia Abouayoub urged 
everyone to ‘be curious and 
ask questions.’

Charlotte Hutchinson reminded 
the audience that ‘not knowing 
something is okay; it’s fi ne to ask a 
work colleague if you need help’. All 
the speakers were keen to encourage 
attendees to challenge themselves, 
and get used to ‘challenging yourself 
to be the best you can be’. Jennifer 
Dean urged people to think about their 
personal goal-setting, and be realistic 
in their expectations. And Jennifer 
Wetton advised that one should take 
on the ‘lessons of mistakes and come 
back stronger’.

Abouayoub encouraged the 
audience to ‘be true to yourself’, and to 
‘visualise where it is you want to get 
to, career-wise.’ Charlotte’s comment 
of ‘follow your passion’ echoed Nadia’s 
advice. Perhaps more pragmatically, 
Katie Hopkins encouraged people to 
‘understand your strengths and shout 
about them’, and she extolled the 
need for the audience to ‘say “yes” 
to opportunities’. And Hopkins also 
felt that people needed not to fear 
questioning their job grade, especially 
‘if you think you’re worth more.’
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IT experts today are faced with a myriad 
of ethical decisions. Because of their 
unique place in the enterprise – sitting 
at the crossroads of business users, the 
applications they use and the data they 
consume – they have ample opportunity to 
both serve and injure the enterprise they 
work for. If a business application such as 
fi nance, billing, or the HR system crashes, 
it’s IT to the rescue. It’s all in a day’s work. 
But at the same time, these ‘super powers’ 
also give IT professionals opportunity for 
more nefarious pursuits.

Take the HR system for example. 
Oftentimes IT experts enjoy administrative 
privileges to these (and other vital) 
systems so that they can recover the app 
should it fail. But those same privileges 
also give them access to look up 
compensation details of virtually anyone 
in the organisation. Should they do this? 
Probably not. Do they? You bet. 

A recent survey by One Identity (www.
oneidentity.com/reginbound/snooping-
global-iam-survey) found that two out of 
three administrators with elevated access 
admitted to ‘snooping’ for data that they 

violated – but should we?
Setting aside the fact that IT experts 

snoop, as stated earlier, if your organisation 
is typical, you are subject to an ‘equipment 
use’ policy that states that ‘your’ PC or 
laptop actually belongs to your employer 
and as such, you shouldn’t conduct 
personal activities on the computer. 

What happens if the IT expert ‘snoops’ on 
a computer and fi nds evidence of activity 
that places the enterprise in violation of 
some regulation, for example, copying 
customer data into an Excel spreadsheet 

for a marketing campaign, which could 
be in violation of the EU General Data 
Protection Regulation (GDPR)? Is IT obliged 
to report it?

What if they found evidence of a 
felony? Are they obligated to report it to 
management, HR or the authorities? All 
of this is predicated on the fact that such 
reporting would expose their snooping – a 
di�  cult ethical dilemma to be sure.

did not need to perform their job. 

But is this really snooping? 
One way to view IT activity is through 
the comparative lens of the real world. 
How would IT activities be viewed if an 
analogous activity occurred in the physical 
realm? In the physical world, your o�  ce, 
your desk, and your fi ling cabinet all 
belong to your employer. It’s understood 
that anyone from your manager to the 
friendly folks from facilities can randomly 
enter your o�  ce and rummage around in 

your desk. To be sure, this sort of search 
would be frowned upon by everyone from 
the employees to the leaders, but it could 
happen. However, for some reason, we 
feel the computer is our property and the 
data contained within is ours. At most 
organisations, your computer is actually 
your employer’s property, but we still feel 
personal ownership. So, when an IT expert 
randomly searches your fi les, we feel 

What do cybersecurity, compliance, and plain old curiosity have in common? They are all 
forces driving ongoing confusion in the fi eld of ethics in IT. Bill Evans, Senior Director of 
Marketing at One Identity, puts aside the question of what IT experts can do, and asks: 
What should they do?
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‘One way to view IT activity is through the 
comparative lens of the real world.’
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Educators in peril
In the US, lawmakers have, to some 
extent, solved this dilemma. In education, 
educators are required by law to report 
any incident of suspected child abuse 
or endangerment. Oftentimes this puts 
the educator in peril. They may end up 
in a court of law or perhaps branded as 
a ‘whistleblower.’ In addition, the US has 
‘Good Samaritan’ laws that o� er legal 
protection to people who give reasonable 
assistance to those who are, or who 
they believe to be, in peril. Are either 
of these perfect? Of course not, but the 
intent is moving in the right direction - an 
attempt at standardisation, so all parties 
understand respective expectations.

The IT landscape is becoming far 
more complex with the advent of new 
technologies such as the internet of 
things (IoT). Today, many employees wear 
‘fi tness trackers’ at work to count steps 
and measure calories burned. In general, 
these communicate with smartphones, 
which in turn are connected, via a company 
network, to the internet where data is 
uploaded, stored and analysed. Whose data 
is that? Does IT have a right to access that 
data? They certainly can. And IT admins 

admit they do snoop.
The issue will become even more 

complicated as health-tracking IoT devices 
proliferate beyond counting steps. The 
near-term future holds internet-enabled 
heart monitors and pacemakers, glucose 
measurement devices, and more, all of 
which will be internet-enabled to provide 
real-time communication to healthcare 
providers. Should the enterprise capture 
this data? Will they use it to determine 
compensation or hire/fi re decisions? 

The infl uence of government
Another ethical vector pointed squarely 
at IT is the infl uence of government 
regulations and mandates. This is on 
display most vividly in the UK where 
pundits repeatedly argue that internet 
tra�  c should not just be monitored, but 
also censored. In fact, the UK Government 
is threatening to mandate that ‘platforms’ 
such as Facebook, LinkedIn and Twitter use 
the UK tech to fi lter out terrorist content. 
While I think that we can all agree with 
what is and what is not terrorist content, 
once this tech is installed and potentially 
managed by governmental policy makers, 
who determines what is objectionable? 
Rival political parties? Content from those 
whose lifestyles they may disagree with? 
Likely? I doubt it. Possible? Who ever 
thought reality-star and Twitter-addict 
Donald Trump would lead the free world… 
more or less?

The answer
This article highlights just a few areas 
where IT and ethics collide, but why is 
this so hard? Why hasn’t this already 
been solved? There are a few issues at 
play here. First, there is a chasm between 
the depth of technical understanding 
of those that make policy and those 
that live it. Governments and regulatory 
agencies would be wise to consult more 
closely with ‘rank and fi le’ IT experts to 
understand the ramifi cations of their 
word choices. Perhaps the best example 
of where inclusion resulted in better 
regulations is the payment card industry’s 
(PCI) standards for secure credit card 
transactions. 

The regulation is very explicit on 

both the intent and ways to enact the 
regulation. Other regulations, particularly 
those coming from government (such as 
GDPR), as opposed to business-sponsored 
organisations (like PCI), are vague in their 
implementation.

It’s di�  cult for a single enterprise to 
solve vague policy issues. To fi ll that gap, 
enterprises should clarify and document 
their expectations via an IT code of conduct. 
Several of these exist, such as the one 
from SANS (www.sans.org/security-
resources/ethics), a cooperative research 
and education organisation reaching 
more than 165,000 security professionals 
worldwide.

Organisations should also enact a 
strategy of ‘trust, then verify’ to protect 
both the IT experts and the organisation 
from litigation or compliance fi ndings. 
There are several classifi cations of 
products and activities that can assist in 
this pursuit: 

• Privileged access management 
solutions help organisations control 
who has access to the keys to the 
kingdom.

• Log management collects every 
activity (in computer parlance, the 
audit log) that is performed on a 
computer or device. Generally, these 
products o� er security and non-
repudiation, ensuring the logs are 
not tampered with.

• Continuing education for IT sta�  on 
the expectations and ramifi cations 
of their actions allows organisations 
to protect both IT and the business.

Regardless of the solution deployed, 
organisations should evaluate their 
usefulness beyond just protection; security 
products are increasingly being built 
to make the business more agile and 
productive. 

Many industries have codes of conduct 
specifi cally to mitigate the ethical 
dilemmas those professionals face 
regularly. The time has come for IT to 
enact a similar code of conduct to give IT 
professionals, their employers and the user 
community at large the confi dence and 
an understanding of what they can expect 
from IT.
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A special trust and responsibility is placed 
in the teacher, trainer, tutor, coach or 
mentor that di� ers from other professional 
relationships, even within the same 
profession. The nature of the relationship 
between the person facilitating learning 
and the learner is di� erent to the 
relationship between peers or between 
manager and employees. 

For example, the facilitator may also be 
an examiner or assessor, or the gateway 
to career development, formal certifi cation 
or even a license to practice in regulated 
professions. 

Teachers in whatever walk of life have 
a duty of care, and a responsibility to 
encourage, enable and support learning.

However, it is not su�  cient to rely 
on laudable assertions of trust and 
responsibility, what is needed is a code 
of ethics.

Ethics are a common set of rules 
or behaviour that apply to a particular 
profession. They are insular to the 
profession and usually codifi ed in some 
way that formally states what is expected.
They should be clear, specifi c and widely 
communicated.

What is ethical in one profession may 
not apply in another, indeed it may be 
entirely inappropriate, so there is no 
‘one size fi ts all’ code of ethics for all 
professions.

Codes of ethics for learning?
Surprisingly, the Learning and 
Performance Institute, which is the leading 
professional body for workplace L&D 
practitioners in the UK and was formerly 
the Institute for IT Training, has no code of 
conduct for practitioners. It does, however, 
have one for suppliers of learning. 

The Society for Education and Training 
in the UK (the successor to the Institute 
for Learning) has a code of practice which 
is heavily skewed toward operation of the 
profession and less so to the needs of the 
learner.

An example of a code of ethics for 
learning practitioners may be found in the 
US National Education Association (NEA). 
The NEA was founded in 1857 and is the 
largest professional body for educators in 
the public sector in the USA, so its code of 
ethics is a good place to start. 

The code sets out two principles, each 
with eight commitments. The fi rst principle 
is that of commitment to the student, and 
is described thus:

The educator strives to help each 
student realise his or her potential as a 
worthy and e� ective member of society. 

Codes of ethics can di� er 
In established professions such as law 
and medicine, adopting a code of ethical 
practice is part and parcel of the right to 
practice in those fi elds. Similarly, in the 
armed forces and police, o�  cers all make 
a declaration that binds them to certain 
principles, but what is ethical in one 
profession may not apply elsewhere. 

To illustrate that a code of ethics is 
insular, the principle of ‘fi rst do no harm’, 
adopted by medical doctors and expressed 
in the General Medical Council’s guidance 
on good medical practice, isn’t particularly 
helpful for members of the armed forces 
when given a lawful order to use lethal 
force against an enemy. In point of fact, 

even military medics have a right to carry 
arms for self-defence. 

Members of the armed forces are 
explicitly forbidden from disclosing 
information or expressing views on 
o�  cial matters to any media organisation, 
without prior approval through their chain 
of command. Clearly no such ethical 
provision could apply to investigative 
journalism, although they should verify 
and protect their sources!

Any practitioner of education, in all its forms, has a responsibility to behave in a 
professional manner. Indeed, who would not claim that they act professionally and are, 
therefore, a professional? With that in mind, Paul Jagger FBCS considers what those 
responsibilities might be and what ethical standards practitioners should follow.
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THE ETHICS OF
LEARNING 

Ethics are a common set of rules or behaviour that 
apply to a particular profession. They are insular to 
the profession and usually codifi ed in some way.
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The educator, therefore, works to stimulate 
the spirit of inquiry, the acquisition of 
knowledge and understanding, and the 
thoughtful formulation of worthy goals.

In fulfi lment of the obligation to the 
student, the educator shall not:

1. Unreasonably restrain the student 
from independent action in the 
pursuit of learning.

2. Unreasonably deny the student’s 
access to varying points of view.

3. Deliberately suppress or distort 
subject matter relevant to the 
student’s progress.

4. Intentionally expose the student to 
embarrassment or disparagement.

5. On the basis of race, colour, creed, 
sex, national origin, marital status, 
political or religious beliefs, family, 
social or cultural background, or 
sexual orientation, act unfairly. 
This includes: excluding any 
student from participation in any 
programme; denying benefi ts to 
any student; and granting any 
advantage to any student.

6. Use professional relationships with 
students for private advantage. 

7. Disclose information about 
students obtained in the course 
of professional service unless 
disclosure serves a compelling 
professional purpose or is required 
by law.

O� ering advantage to students seems 
like a bad idea, but what about in sports 
where the physique of one student may 
o� er a natural advantage over others? 
Do we hold back access to resources to 
aspiring athletes in order to ensure a level 
playing fi eld with other students who have 
no interest, talent or aspiration to be an 
athlete?

Finally, the educator shall make 

reasonable e� ort to protect the student 
from conditions harmful to learning or to 
health and safety. 

While these commitments are for 
the most part uncontroversial, they are 
all expressed in negative terms and 
furthermore the master/pupil relationship 
is clear from the language. For the needs 
of workplace learning, these commitments 
should be written in a positive manner that 
views the learner as an adult and peer; for 
example, the fi rst commitment might be 
rewritten thus:

1. ‘Shall enable the learner to engage 
in independent, self-directed learning 
appropriate to the development of their 
professional competence.’

The NEA is also a lobbying body that 
seeks increases in public sector education 

funding in the USA. It also fi ghts for a 
minimum starting salary for educators 
in the public sector and excludes those 
it considers unqualifi ed to practice in 
teaching. 

As such, the second principle of that 
commitment to the profession is not a code 
of ethics, but rather a binding obligation 
to uphold the closed shop to the other 
members of the profession; for example, 
one of the commitments is:

2. ‘Shall not assist a non-educator in the 
unauthorised practice of teaching.’

Clearly this is not an ethical behaviour 
that could apply in the workplace, since 
all employees may at some time need 
to impart knowledge and skills, and 
demonstrate desirable behaviours to their 
colleagues. The concept of a ‘non-educator’ 

is a non-sequitur, and who defi nes what is 
authorised teaching?

Can there be a single code of conduct?
Because the fi eld of learning touches 
on every profession, indeed any fi eld of 
human endeavour where knowledge, skills 
and desirable behaviours are transferred 
from one person to others, it is di�  cult to 
defi ne and apply a consistent set of ethical 
practices for all aspects of learning.

Take, for example, the context of nursery 
school education. Ethical practices will 
include reporting any injury to a child, no 
matter how minor, including details of why, 
how and where they occurred, what action 
was taken, and by whom, and reporting 
that to a supervisor and disclosing the 
same to parents of the child. There is no 

similar expectation, or requirement, to 
report injuries to the parents of a nineteen-
year old injured on the hockey fi eld at 
university.

However, there are some ethical 
practices that can and should apply no 
matter the specifi c learning context, 
whether it be in compulsory education, 
further or higher education, vocational 
or occupational learning, such as an 
apprenticeship or other workplace 
learning. 

Rather than explore them here, 
this article sets the scene for a wider 
discussion - that will follow on LinkedIn. 
please come and join us there to shape the 
ethics of learning.

The educator, therefore, works to stimulate the 
spirit of inquiry, the acquisition of knowledge and 
understanding, and the thoughtful formulation of 
worthy goals.
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As the representatives of the technology 
industry, do we have a moral principle 
to ensure that our industry is ethically 
sustainable? Technology has the ability 
to be a key factor in the development of a 
clean and sustainable world, but with 50 
million tonnes of electronic waste being 
produced annually - and no clear single 
approach on how to e� ectively deal with 
the waste - we need to get our house 
in order.

Computer equipment can be expensive 
and di�  cult to manufacture. An ethics-
based set of standards relating to the 
manufacture, ongoing use and disposal 
of these components, can shift valuable 
resources away from waste and back into 
the supply chain. 

Development of circular economy 
principles relating to the reuse of 
components, rather than disposal once 
their current use is no longer required, will 
result in it being economically viable to 
return components and raw materials back 
into the supply chain. The main reason why 
components fi nd themselves dumped or 
shipped to countries with very low labour 
costs and environmental standards is 
the high cost of extracting the reusable 
elements. This is the only way the inputs 
of the production process can be recycled 
profi tably. If we were able to reduce the 

This means we can potentially avoid the 
trade-o�  between economic prosperity 
and environmental protection. Although 
the report outlines how technically this 
is possible, the implementation requires 
society to adopt the recommendations. 

The ethical question is whether we are 
morally obliged to implement solutions 
which deliver against a sustainable 
objective rather than a purely economic 
one.

The next plastic disaster…? 
There is an accelerated realisation that 
plastic pollution is causing catastrophic 
damage to many of our oceans and seas, 
with plastic in our oceans expected to 
treble by 2025. Plastic waste residues 
have now entered our food, water supply 
and our bodies as micro-plastic particles. 
E� orts are now underway to tackle the 
enormous environmental disaster that 
is unfolding before us. However, there is 
a parallel problem that’s being largely 
ignored. 

Every second, across the planet, it is 
estimated that 126 devices are being 
connected to the internet. This equates to 
approximately 328 million a month. These 
devices range from smartphones, personal 
computers, cameras, even fridges; but 
that pales into insignifi cance with the 

cost of reuse by simplifying recycling, then 
we’d stop these valuable resources ending 
up in land fi ll or polluting areas when the 
components are extracted. 

An issue of power
Technology is fast becoming one of the 
largest consumers of electricity. As energy 
e�  ciency is one of the key cornerstones 
in the approach of reducing carbon 
emissions, there is an ethical obligation 
for technology to play its role in climate 
change mitigation. 

Hardware manufacturers are already 
able to certify against the Energy Star 
standards relating to the manufacture 
of energy e�  cient components and 
improved processor instruction sets. We 
also see suppliers starting to reduce the 
overall energy consumption. In a reversal 
to the previous trends, it is expected that 
5G networks will consume less energy. 
Computer energy e�  ciency is also trying 
to deliver improvements against a global 
growth in demand. 

The technology industry is exploring 
how to contribute to the delivery of climate 
change mitigation. The GeSI (Global 
e-Sustainability Initiative) SMARTer2030 
report ICT can enable a 20 per cent 
reduction of global CO2 emissions by 
2030, holding emissions at 2015 levels. 
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Alex Bardell, Richard Lanyon-Hogg, Denise Oram and Bob Crooks from the BCS Green IT 
Specialist Group explain how technology can make our lives better, but only if we make IT 
that’s kinder to the planet.

TOWARDS
SUSTAINABLE
ETHICAL
COMPUTING
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volume of electronic devices that are being 
manufactured and assembled with sensors 
to form the building blocks of the internet 
of things (IoT).

It is di�  cult to comprehend the IoT’s 
scale. The major players in the global 
semiconductor industry turned over nearly 
$1.5 trillion in 2017, and if you consider the 
cost of manufacturing a sensor component 
is a few cents, that’s an awful lot of stu�  
being made. Furthermore, from 2012 to 
2017, the global electronics industry grew 
at a compound annual growth rate of 3.2 
per cent.

And this growth will continue thanks to 
autonomous self-driving cars, robots and 
other devices that exploit the potential of 

AI. However, consider this: various agencies 
have suggested that, as consumers, we 
either discard, throw away or replace over 
90 per cent of our electronic purchases 
within six months. As consumers, do 
we see the electronics industry actively 
engaged in a ‘design for disassembly’ 
ethos? Is there clear evidence that we’re 
‘reshoring our rubbish’? Are we, therefore, 
creating an additional toxic strain on our 
environment and ourselves? We may 
well be. 

Driving toward smarted cities 
Technologies such as the IoT and internet 
of everything (IoE) – technologies that 
facilitate the development of smart 
cities - are paradigms where connected 
devices can create new global service 
opportunities, based on real time physical 
world data. 

Smart cities o� er us all these 
opportunities and more, but do we 
consider ethics issues such as privacy and 
ownership? We will be living in a society 
totally dependent on a technological 
infrastructure. The IoE enables objects 
to recognise events and to react 
autonomously without human intervention. 
This provokes many challenges for us to 
face as a society, not least to evaluate the 
e� ectiveness, and perceived benefi ts of 
these technologies.

By the very nature of these technologies 
within smart cities we should take 
measures and impose standards from 
the inception of these developments. The 
measures should anticipate any possible 
future social and ethical considerations. 
In smart cities there will be vast amounts 
of real time data generated by these new 
services. This will be distributed over global 
networks where there will, undoubtedly, be 
day-to-day problems of ownership security 
and control. Securing the individual’s 
privacy, ownership and choice should be of 
paramount importance.

Evaluating the performance of these 
networks is a major challenge, with issues 
of routing metrics, end-to-end delay 

and reliability, energy consumption and 
router congestions. Many new issues and 
concerns will also arise with protecting 
the privacy of personal information and 
possible lack of control with human 
machine symbiosis. There is, therefore, 
a need to provide relevant governance, 
network standards, policies, procedures 
and enforcement.

Smart cities will have a major 
revolutionary e� ect on our lives and we 
need to ensure this is a positive e� ect. 
Early recognition of ethical and related 
issues can save time and money, support 
user acceptance and promote benefi cial 
aspects of the technology. Smart cities 
can provide us with a brighter and 
more sustainable future. To achieve 
these benefi ts we do, however, need to 
solve thorny problems with areas such 
as: control, division of responsibilities, 
accountability, ownership, privacy 
and governance.

We fi nd ourselves, again, at a tipping 
point - a place where the pathway we take 
dictates our future scenarios. Delivery 
of technology, which can be reused 
and recycled, along with continuously 
striving to improve the energy e�  ciency 
of electric components have clear social 
and economic benefi ts. The scarce natural 
resources we are consuming can be 
reused and lower energy devices will 

reduce the demand on the inputs needed 
to deliver our electricity. The internet of 
things opens up a myriad of opportunities 
to deliver a more sustainable and healthy 
living environment, but only if we are able 
to sustainably manage the connected 
devices we are creating within our 
digital world.

So, what we can we do about that as 
members of the BCS and users of the data 
and devices in the IoT at our work and at 
home? 

Here are some suggestions:

• Promote use of recyclable and 
bio-degradable plastics in IoT devices.

• Engage with manufacturers.
• Lobby your MP at a constituency 

meeting.
• Recognise the footprint of devices and 

maximise the use of such devices and 
the data they provide in our daily lives 
to reduce our own footprint on the 
world’s resources.

• Ensure that the devices we throw 
away are re-used, recycled or broken 
for material reclamation and do not 
end up as land-fi ll.

• If it ain’t broke don’t fi x it and, most 
importantly, don’t refresh it unless 
sustainability impacts are signifi cantly 
reduced in so doing.

Is there clear evidence that we’re ‘reshoring our 
rubbish’? Are we, therefore, creating an additional 
toxic strain on our environment and ourselves? We 
may well be. 

1. http://semieurope.omnibook-
sonline.com/2014/semi_brus-
sels/02%20Patrice%20Vaslot-
SEMI-BF2014.pdf

2. http://channel.nationalgeographic.
com/channel/human-footprint/
trash-talk.html

3. https://www.gov.uk/government/
publications/future-of-the-sea--2

4. https://www.theguardian.com/
sustainable-business/2017/
mar/01/samsung-greenpeace-
what-you-need-to-know-e-waste-
smartphones-recycling

5. https://www.greenpeace.de/
sites/www.greenpeace.de/fi les/
publications/20171016-green-
peace-guide-greener-electronics-
englisch.pdf
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The internet is very useful. You can use it 
to order merchandise, renew library books, 
request a repeat prescription, pay your 
road tax. It’s amazing how much things 
have changed in the last 20+ years in the 
UK, and indeed elsewhere.

But spare a thought for those who 
are unable, or unwilling, to embrace 
the internet, or even computers of any 
form. The government aims to increase 
broadband coverage1, which is a worthy 
aim. And it also seeks to make services 
‘digital by default’. But we need to think 
more broadly about such things.

If your only tool is a hammer, every 
problem looks like a nail. Or: ‘If you’re a 
software professional, every problem looks 
like it needs a digital solution.’ In many 
cases that is so. But it’s not the whole 
picture. 

The Government Digital Inclusion 
Strategy2 states: ‘We need to provide more 
than just access. We need to equip the 
whole country with the skills, motivation 
and trust to go online, be digitally capable 
and to make the most of the internet.’ 
Unfortunately, this fails to address the 
needs of those who cannot (or do not wish 
to) use the internet.

Horror stories
A report by Citizens Advice Scotland3 
has some horror stories about people 

already (e.g. the NHS falling victim to the 
WannaCry malware in 2017). To deal with 
such events, as well as cyber resilience 
and recovery, we need alternative methods 
of communication (paper, telephone) to 
remain and be acceptable. 

A recent study4 found that, as the use 
of mobile phones in India has rapidly 
increased, health services have adapted to 
this. Unfortunately, in doing so, those who 
do not have a mobile phone have been 
disadvantaged. Let’s make sure that the 
same thing does not happen with 
the internet.

being denied benefi ts as they are unable 
to access the internet. And, often these 
problems are due to disability or poverty.

Another factor is age. Although there 
are plenty of ‘silver surfers’, on the other 
hand, there are many older people who do 
not wish to use computers at all. And why 
should they be compelled to? Surely, they 
should be accommodated if they wish to 
use paper and pen, or the telephone?

An example here is fi nancial products, 
e.g. savings accounts. Many only operate 
online. Others can be operated by 
telephone, but require opening online. This 
means, if someone without access to a 
computer wishes to use such products, 
they either need to fi nd someone they 
(hopefully) can trust to do it for them (is 
this even legal?) – or miss out. 

Libraries often allow internet access. 
However, this again assumes that people 
will be comfortable with the technology 
and willing to use it. It also may be 
unsuitable for the many people who do not 
live near to a library. And libraries 
are closing.

Resilience
It should also be remembered that the UK 
relies increasingly on the internet as a way 
of doing things. Yet we have heard stories 
about how disastrous a major cyber-
attack could be, and indeed has been 

Matthew Gillman MBCS, a statistical programmer at King’s College London and member 
of the BCS ICT Ethics Specialist Group, reminds us that not everyone has access to 
computers or the internet.
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At Rolls Royce’s Learning and 
Development Centre in Derby, BCS 
launched its latest report Moving On Up: 
A BCS analysis of social mobility in IT. The 
event saw presentations from delegates 
including Lee Rowley MP, North East 
Derbyshire; Maggie Philbin OBE, CEO, 
TeenTech; John Gibbs, Group CIO, Rolls 
Royce; and Ash Merchant, Education 
Director, Fujitsu. 

Collectively the speakers applauded the 
report’s fi ndings and underscored their 
unanimous belief in IT’s power to foster 
social mobility by sharing stories about 
how they have seen technology transform 
lives. 

‘I really welcome this report and 
welcome the debate that it has created,’ 
said Lee Rowley MP. ‘The report will help 
kids, like me from fi fteen years ago, get 
into this industry and fl ourish.

‘For me, social mobility is a vitally 
important part of ensuring we have a 
thriving and successful society. It’s vitally 
important that industries such as IT get 
the best and the brightest. As we look 
beyond leaving the European Union, we 
need to make sure those industries are 
prospering and they can attract the very 
people that’ll enable us to move ahead 
over the next few decades.’

Before becoming an MP, Rowley enjoyed 

From an IT industry perspective, social 
mobility is important because, like many 
sectors, technology faces a huge skills 
gap. There just aren’t enough skilled IT 
workers to fi ll all the available jobs. Nor are 
there enough young children considering 
a career in IT as desirable, achievable or 
both. So, in short, inspiring young people 
– from all sectors of society – is a route to 
helping IT fl ourish in future.

Where does education fi t into social 
mobility? 
The Royal Society’s report on computer 
education in UK schools underlines the 
need for outstanding IT schooling. It 
argued that IT education is necessary 
for our future prosperity, as well as 
individual empowerment. In addition, 
according to a recent report by the 
Children’s Commissioner, understanding of 
algorithms and their impact is necessary 
‘to develop children’s critical awareness 
and resilience’ in a world of social media.

The strategic needs for IT education 
and for social mobility are di� erent 
but compatible. As the expansion of IT 
education undergoes a step-change, and 
with a renewed focus on social mobility 
more generally, BCS’s data strongly 
suggests an opportunity exists. If every 
IT educational activity had social mobility 

a successful fi fteen-year IT career. Far 
from achieving that success through 
privilege and birth, Rowley came from a 
working class background. He stated: ‘It’s 
important that we get other kids from 
ordinary backgrounds into IT so they can 
fulfi l their potential.’

What is social mobility and why is it 
important? 
Social mobility defi nes the movement of 
people and families between society’s 
layers and tiers. At the heart of this open 
stratifi cation is the idea that achievement, 
made through hard work and application, 
is given a value. The opposite would, 
of course, be a society where birth and 
inheritance are the royal roads to status 
and prosperity.

Social mobility isn’t just a theory that 
exists in books and academic papers. In 
2016, Prime Minister Theresa May said: 
‘I want Britain to be the world’s greatest 
meritocracy – a country where everyone 
has a fair chance to go as far as their 
talent and their hard work will allow.’ 
Despite May’s statement, the government 
report, State of the Nation 2017: Social 
Mobility in Great Britain, concluded: ‘Britain 
is a deeply divided nation. Those divisions 
take many forms; class, income, gender, 
race.’

A new BCS report says that inspiring, educating and empowering children to launch 
careers in IT will allow them to enjoy successful lives and provide industry with the skills 
it needs to prosper, writes Martin Cooper MBCS.
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interwoven into its approach, and if every 
social mobility programme understood and 
leveraged the digital opportunities, both 
would be more e� ective, and society as a 
whole would benefi t.

What are the report’s fi ndings?
The report found that the IT profession 
a� ords a greater opportunity for social 
mobility compared with, say, law or 
medicine. In some professions the children 
of qualifi ed professionals were more 
likely to follow in their parents’ footsteps 
into the same sector. In other areas of 
commerce, the costs of entry – in the form 
of expensive degrees and qualifi cations – 
are a profound barrier of entry for people 
from poorer backgrounds. 

By comparison, IT is a young profession 
– it’s only been around for around half 
a century. There are also many ways 
to achieve the necessary skills and 
qualifi cations, many of which aren’t as 
expensive as a four-year degree course. 

The report found: 
• IT as a profession o� ers more social 

mobility than medicine and law.
• IT o� ers comparable social mobility to 

the business and accountancy 

professions.
• IT o� ers more routes to entry 

and a far lower cost for obtaining 
qualifi cations and skills than medicine 
and law.

• 75% of those in the IT profession have 
experienced upward social mobility 
compared to their parent’s social 
class.

• 80% of IT project/programme 
managers have experienced a higher 
grading of social mobility than their 
parents. 

• 18% of IT professionals have 
experienced ‘long-range social 
mobility’. 

• IT occupations are associated with the 
second-highest level of long-range 
social mobility, being only marginally 
behind managers and directors in 
business.

Why is BCS involving itself in social 
mobility?
Last year BCS commissioned and 
published the report ‘Diversity in IT 
2017: Shaping our future together’ (you 
can download the report from https://
www.bcs.org/upload/pdf/diversity-

report-2017.pdf). That report painted a 
somewhat unfl attering picture of the IT 
industry and how, in the main, able-bodied 
white men occupy most of the jobs. 

The report said: ‘In 2016 just over one 
half (51%) of the population (aged 16 and 
above) were women, 23% were disabled, 
45% were aged 50 and above and 12% 
were of non-white ethnicity. By comparison, 
just 17% of IT specialists were female, 
8% were disabled, 21% were from older 
age groups and 17% were from ethnic 
minorities.’

In summary, the IT industry isn’t 
representative of the population is serves. 
Why’s that a problem? Because diverse 
and multifaceted teams are much better 
equipped to create products and services 
that resonate with everyone in society. 
Monocultural organisations are, by 
comparison, hamstrung because they lack 
rich insights and a wide mix of experiences 
– the raw stu�  that fuels innovation. 

BCS believes the IT profession can – and 
should - help to tackle the divisions in 
British society. 

Find out more by downloading the report 
from: https://www.bcs.org/socialmobility

‘For social mobility to become a reality for a new generation, we all have a role to play in making sure that we show 
young people the many great and new opportunities that are available to them… People have helped you in your 
career, people have given you opportunities. I think there’s a value and a requirement to put back into society. To 
repay those advantages. The fact that we’ve all been able to move upwards in our own lives means that we need to 
provide that opportunity for people that don’t have that privilege right now.’ John Gibbs, Group CIO, Rolls-Royce  

‘When I went through my grammar school the idea of being an engineer was never mentioned. I don’t think 
technology had even been invented according to my school, or it was never discussed. So, the vast majority of 
opportunities – other than being a vet or a doctor – were totally invisible to me. In 2008, I realised this was still the 
case for many young people, their teachers, their parents and their schools. That was the thinking behind TeenTech – 
how do we bring this world alive?’ Maggie Philbin OBE, CEO, TeenTech

‘For companies, it’s important that you build your own platform. Government can do many things but, ultimately, if 
you want to fi x this then you need to fi nd your own pipeline. Go into schools and create the apprenticeships that will 
bring forward the next generation of people who can ensure that in, fi ve, ten, fi fteen, or twenty years you have the IT 
skills you need to ensure your business moves ahead.’ Lee Rowley, MP, North East Derbyshire  

‘My view is you can be a successful company, but the outcome of success is that you think what you did today will be 
good enough for tomorrow. It won’t be. Learning and innovation go hand-in-hand and we have to develop our young 
people to take them forward. That’s because we’re in the fourth industrial revolution – the digital revolution…’ 
Ash Merchant, Education Director, Fujitsu 

Four key quotes from the Derby launch of ‘Moving On Up’
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‘So, the Baby – and it was called the 
Baby by the pioneers – was really called 
the Small-Scale Experimental Machine,’ 
Burton begins. ‘Immediately after the war, 
word was about in scientifi c circles. There 
was talk of these new-fangled computers.’

In 1946 the Electronic Numerical 
Integrator and Computer, or ENIAC, was 
announced. It was one of the very earliest 
electronic general-purpose computers 
and was used for calculating trajectory 
tables by the American military. It used, 
Burton says, 100,000w of electrical power 
and employed 18,000 valves. ENIAC was 
physically enormous, but lacked a program 
memory.

At much the same time, John von 

enduring model owes it all to 
von Neumann. 

The perfect time and place 
Elsewhere computing’s essential 
ingredients were coming together. Beyond 
ENIAC and von Neumann’s work was 
Turing’s 1937 paper, ‘On Computable 
Numbers’. Add to this Bletchley Park’s 
code breaking work and the Colossus code 
breaking machine, and computer scientists 
of the day began to draw together a 
technical recipe that would change the 
world.

‘The Bletchley work was only known 
to a very small number of people,’ Burton 
says. ‘But computing was in the air. People 

Neumann began to think about, and write 
down, ideas about how a computer could 
be physically articulated. A Hungarian-
American, von Neumann enjoyed a career 
as broad as it was successful, spanning, 
as it did, maths, physics, computer science, 
statistics, and more besides. 

In 1945 he described a computer 
architecture that consisted of elements 
such as a processing unit, memory and 
external input/output units. The concept 
become known as the von Neumann 
Architecture. It helped shape the SSEM 
and, by extension, your modern PC’s 
internal workings too. The CPU as brain, 
RAM as volatile memory, hard disk as 
permanent storage: This ubiquitous and 

The Small-Scale Experimental Machine (SSEM) can lay claim to being the world’s fi rst 
computer. Martin Cooper MBCS caught up with Chris Burton, from the BCS Computer 
Conservation Society (CCS), to fi nd out more about the original machine and how he 
helped to recreate it years later, and to learn what the future holds for the SSEM.
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MANCHESTER 
BABY’S 70TH 

The Manchester Baby’s importance, for 
Burton, resides in history and in heritage. 
‘If you look at steam engines’, he explains, 
‘and explore how they developed, you 
can dig back to the days of Watt and 
Newcomen and other pioneers. Today’s 
engineers will say that those were 
the seminal days.’ Burton continues: 
‘In engineering it’s where something 
important started. And this applies to the 
Manchester Baby.’

The Baby showed how one computer 
could, through running di� erent programs, 
do di� erent jobs and solve di� erent 
problems. And this universality is what 

makes it so critically important in 
computing’s evolution.

Previously, individual computers were 
built to solve specifi c problems. The 
Baby changed this. Today, of course, as 
you sweep across a phone screen full of 
di� erent apps, this might sound trivial. 
But, back in the 1940s, the concept was 
revolutionary.

‘It was a universal piece of hardware. 
It’s a universal machine and it can do 
anything - if its within its scope, even 
things it’s never seen before,’ Burton says. 
‘If you look back through the generations 
of computing… laptops, mainframes, 

minicomputers… they are a bit bulky, but 
they do the same thing, only on a di� erent 
scale. The point is though, you can’t go 
any earlier than the Baby. That’s why it’s 
important.’

So, is the Baby the world’s fi rst 
computer? In Burton’s view that’s a 
deceptively simple question, one that 
belies tides of complexity, nuance, vested 
interests, and opinion. ‘But’, he says, ‘if 
you make it a simple, straightforward 
question: “What is the world’s fi rst 
computer?” you can’t go any further than 
the Baby.’ ‘It was’, he says emphatically, 
‘the fi rst computer.’

The Manchester Baby’s Lecacy

ANNIVERSARY 
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felt that they could get on and build a real 
electronic computer that could do real 
calculations.’

One of the most prominent computer 
experts of the day was Max Newman. He 
was a mathematician and codebreaker 
whose work led to the construction of 
Colossus. ‘He couldn’t breathe a word… 
He couldn’t say “I worked on a computing 
machine at Bletchley”,’ Burton says. ‘But he, 
and his friend Turing, knew the principles 
of how you could build a computer and 
they had a crude example in Colossus. It 
was all in their minds and, after the war, 
Newman went to Manchester University, 
as professor of mathematics, and had an 
ambition to build a computer.’

Building a team
Elsewhere, two other key actors in 
computing’s story were seeking a new 
challenge. Burton says: ‘Freddie Williams 
and Tom Kilburn were radar men working 
at the Malvern labs. They were both top 
notch engineers who knew how to use the 
technology of the time. But, after the war 
the urgency of radar development was 
reduced, and they sought new fi elds.’

Williams was aware of the requirement 
for a computer memory system and 
chose to investigate the application of 
his knowledge of the properties of radar 
cathode ray tubes to the storage of data for 
computers.

‘Computers didn’t really exist at the 
time,’ Burton says. ‘But he set to and 
started building a memory system based 
on cathode ray tubes. And, cutting a very 
long story short, Williams went back to his 
old university, in Manchester, and became 
head of the Electro-technics department. 
We’d call it electrical engineering now. He 

took Kilburn with him and they continued 
to work on the memory project.’

Joined later by Geo�  Tootill, the three 
were eventually successful and built a 
memory system that could operate at 
microsecond speeds and hold binary data. 
‘This was the goal of many groups across 
Europe and the US,’ Burton says. ‘And 
Williams, Kilburn and Tootill did it fi rst - in 
Manchester – at the end of 1947. They then 
built a minimal computer to demonstrate 
that they had built a good memory system.’

The computer they built in Manchester 
was, of course, the Small-Scale 
Experimental Machine – better known as 
the Manchester Baby. ‘It worked,’ Burton 
says, ‘as a computer on the twenty fi rst of 
June 1948.’ Pausing for emphasis, he then 
says: ‘And that’s where it all started. That 
was the fi rst time, anywhere in the world, 
that a program stored in an electronic 
memory was executed and completed.’

From small acorns 
What did the program do? Thankfully 
documentation has survived, including one 
key source of insight: Geo�  Tootill’s lab 
notebook. In this book, conservationists 
have found the actual code that Baby 
ran. The general consensus is that the 
fi rst program – which consisted of 17 
instructions – was designed to fi nd the 
highest proper factor of any given number 
such as two to the power of eighteen 
(262,144). The program was written by 
Kilburn.

Freddie Williams is reported to have 
said: ‘Each time we put a program in 
and pressed the start switch the display 
entered a mad dance with no useful 
results. But, one day, shining in the 
expected place was the expected answer. 

And the world was never the same again.’
And what was it like to program that 

SSEM? ‘You have to think in binary,’ Burton 
says. ‘Intellectually it’s trivial, and loading a 
program is very laborious.’

Rebuilding the 
Manchester Baby
The Small-Scale Experimental 
Machine’s 50th anniversary took place 
in 1998. To mark the event, Chris 
Burton had instigated, and led, a team 
with an ambitious goal: to recreate 
the Baby. Though little of the original 
machine still existed, the team had 
access to schematics, diagrams, 
and notebooks all created by the 
Baby’s original builders. ‘Manchester 
University and CCS were’, he says, 
‘both very supportive and, after a lot of 
hard work, the machine was recreated 
– with ICL acting as sole sponsor.’ In 
all, a group of six volunteer engineers 
did the design work and built the 
recreation. And it was a success: at 
11am on 21 June 1998, the SSEM 
replica re-ran the fi rst ever stored 
memory program. The replica was 
donated to the Manchester Museum of 
Science and Industry – where it lives 
today and, far from being retired, it 
gives regular demonstrations of true 
vintage computing. ‘The ambition is’, 
Burton says, ‘to keep the replica going 
for another decade, though’, he 
concedes, ‘skills, spares and materials 
are becoming increasingly scarce.’
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VeriSM is a service management approach 
that is specifi cally tailored to helping 
organisations succeed in the world 
of digital services, aiding them in the 
development of their service management 
principles and digital transformation. 
VeriSM is owned by the International 
Foundation for Digital Competency (IFDC). 
BCS is one of the stakeholders and a board 
member of IFDC. BCS has been involved 
in the project since its inception and 
continues to play an active role in VeriSM’s 
onward development and progress.  
We caught up with Johann Botha, CEO of 
getITright and a lead author of VeriSM to 
talk about his motivations, his career and 
how you can help your business transform 
digitally though deploying VeriSM’s ideas.
 
Why don’t you introduce yourself and tell 
us a little about your work. 
If you don’t count playing around on a ZX80 
at school, my life in some way or another 
has had something to do with IT for thirty-
six years. The last twenty, in some shape 
or form, revolved around IT management 
practices and helping mostly IT people to 
make a di� erence to their customers and 
their businesses. 

What role have you played in 

governance and management will not 
survive the digital age – the business 
environment is too complex, with too many 
variables - no-one can get that lucky!
It’s also interesting to write for a broader 
audience – not just IT people. You regularly 
have to ask yourself ‘will a HR or 
fi nance person get what we are 
writing about?’

Looking at VeriSM’s recent evolution, 
what has impressed you most, and what 
are you looking forward to?
We have an impressive team of 
contributing authors that support us with 

advice, ideas, guidance and content; at last 
count over 70 people are currently involved 
in some shape or form! What impresses 
me most is the level of enthusiasm with 
which people from all over the world 
embrace the ideas, and their willingness 
and eagerness to put the ideas 
into practice! 

There are quite a few early adopters 

VeriSM’s development?
I became involved in VeriSM halfway 
through the development of the fi rst book 
that defi ned the VeriSM approach. My 
contribution was making suggestions and 
some critique, but I found the body of work 
fascinating and it resonated so much with 
what I was working on at the time.

When it came to the second book, which 
was to be about practice and application, 
I was asked to join the lead author team. 
I hope it was because of my contribution 
to the fi rst book and because I have lots 
of practical experience in quite diverse 
functional and geographical environments.

With the new book, which we are 
busy writing at the moment – it’s called 
VeriSM Unwrapped and Applied, by the 
way - my area of focus is on the strategic 
and leadership part of the work. I believe 
governance and strategy are important if 
you want to survive in a digital age.
I say, in the book, that an organisation 
without good (but fl exible) strategy, 
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‘What impresses me most is the level of enthusiasm 
with which people from all over the world embrace 
the ideas, and their willingness and eagerness to 
put the ideas into practice!’

The BCS editorial team spoke with Johann Botha MBCS about how VeriSM is 
developing, how it will continue to evolve and what this means for digital businesses 
looking to manage their transformation.

SERVICE MANAGEMENT
VeriSM
FOR THE DIGITAL AGE

do
i:1

0.
10

93
/i

tn
ow

/b
w

y0
45

  ©
20

18
 T

he
 B

ri
tis

h 
Co

m
pu

te
r 

S
oc

ie
ty



June 2018 ITNOW 33

          VERISM

who are really pioneers with VeriSM; you 
will read quite a lot about them in the 
new book, it will be chock-full of practical 
examples and cases of how, either some of 
the concepts we have written about, or the 
entire approach, was applied and tailored 
for a specifi c organisation 
or context.

How has the VeriSM community moved 
the project forward recently and 
how does the community ensure 
constant evolution?
VeriSM embraces many of the fundamental 
precepts used in evolutionary methods like 
lean and agile, although you don’t have to 
adopt the methods of these approaches 
in VeriSM. I think you would be missing 
the point if you don’t look at the cultural 
aspects of these emerging practices.

The IFDC owns the intellectual property 
of VeriSM, and it has managed to get quite 

substantial community involvement. I 
would encourage all your readers to have 
a look at IFDC.global and fi nd some way to 
become involved. There are really lots of 
opportunities to do just that.

What can you tell us about organisations 
who are using VeriSM now? What have 
their experiences taught you 
about VeriSM?
The fi rst VeriSM book was only published 
in December 2017, so anyone who claims 
to have a long track record with VeriSM is 
being creative with the truth. That being 
said, the principles and practices in VeriSM 
are tried and tested and individually there 
are tons of examples of where and how 
it worked and lots of evidence of the 
associated benefi ts.

We hope to have lots of these examples 

in the new book, and we are currently 
busy sourcing and compiling these cases 
and success stories. There are a few early 
adopters for the concepts, in the broadest 
possible sense, and these range from 
banking to publication to retail.

What advice would you give to somebody 
thinking about embracing VeriSM?
Firstly, there is help available. If you need 
someone to help, contact the IFDC. They 
will put you in contact with someone in 
the author team - remember more than 
70 people are involved with really diverse 
backgrounds, skills and competencies!

Secondly, VeriSM requires a shift in 
thinking and will impact on the way you 
do things in the entire organisation. If 
it doesn’t bring change to your entire 
organisation, then you are doing it wrong! 
So that means that leadership is essential 
and executive participation (note, I did 

not say support or commitment) are two 
essential ingredients if you want to make 
this work!

Thirdly, remember this is not prescriptive 
and VeriSM is defi nitely not a recipe. It’s 
guidance and advice, and it’s best to mix in 
a healthy amount of your understanding of 
your unique setting and context, and also 
common sense.

Finally, this will require long-term vision 
and will impact on organisational culture. 
It’s for that reason that there will be a 
whole chapter in the new book on OCM, 
not just regurgitating academic theory - 
real practical guidance on making change 
successful and making change stick!

What’s the best way to prepare your 
organisation and your team for VeriSM? 
It will be helpful if the team understands 

at least the basic concepts of VeriSM, but 
you really can’t train people to change. 
The best way I would think that you can 
prepare your team is to lead by example, 
and support them when the going gets 
tough. A lot of people are talking about 
servant leadership (a leadership philosophy 
that turns the traditional top-down 
management structure on its head and 
sees the leader serving the people) – We 
don’t just talk about servant leadership, 
it’s an essential ingredient for success! 
Training is part of general awareness, but 
we also plan programmes that will help 
practitioners and leaders to apply the 
concepts in VeriSM.

What makes VeriSM relevant to 
professionals outside of service 
management?
We live in a service-driven world, even 
the most basic products these days have 
a service component. So are there people 
outside service management? Remember, 
we say that it’s a shift in thinking – 
everyone is a service professional and has 
to think about service management!

What’s next for VeriSM and its evolution?
The very next thing is the release of VeriSM 
Unwrapped and Applied. Based on the 
book, two qualifi cations will also be made 
available, and we are not going to do it 
the same as everyone else. There will be 
a practitioner level qualifi cation that will 
focus on practical application, not just 
theory, and then a qualifi cation for the 
executives and leaders in organisations 
who would like to use VeriSM to map their 
digital age journey. 

The leadership/executive programme 
will NOT be training but most probably 
workshop-based skills transfer and 
application and, as a result, this 
programme will need to be facilitated by 
very senior and experienced facilitators 
and coaches. The details are not yet 
fi nalised, but we will be breaking the mould 
– yet again!

‘VeriSM is defi nitely not a recipe. It’s guidance and 
advice, and it’s best to mix in a healthy amount 
of your understanding of your unique setting and 
context and also common sense.’
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In the last issue I wrote about security and 
the ethics of AI. The editor informed me 
that the theme of this issue is ethics and I 
felt as if I’d already shot my bolt. However, 
Chris Rees (the BCS President) came to my 
rescue in his fi rst day after election when 
he addressed the Member Groups Spring 
Convention on his theme for the year – 
ethics – and his six potential issues (about 
AI again). This got me thinking again about 
AI in security. 

 The fi rst issue raised was the e� ect of 
intrinsic bias, either in the data set or the 
AI algorithms.  The second was the need 
for transparency in how decisions are 
made by AI systems, and the third was a 
reminder that correlation does not equal 

unconscious bias? Even the writing of the 
algorithms could be subject to unconscious 
bias with the developers’ innate beliefs 
about the nature of the problem they 
are trying to solve. To take it to the next 
stage, what if there is continuous machine 
learning while the AI is in operation? 

Even if the need for transparency on 
how decisions are reached is achieved 
initially how can that transparency be 
maintained as the AI learns? I have only 
touched the surface here, but I recommend 
that as AI is implemented in our discipline 
you pause to think about the six issues that 
Chris mentioned. 

causation. The fourth issue was that AI 
could be used for good or evil and the fi fth 
was liability and legal issues. The fi nal 
issue was the potential e� ect 
on employment.

So, how do these issues play out for AI 
in the cyber security space? I made some 
preliminary observations about the last 
three in the previous issue, so I should like 
to concentrate on the fi rst three issues, 
which are essentially about the design and 
implementation of AI systems.  

If we look at an AI implementation 
doing repetitive tasks on large sets of data, 
we see that it would have to be trained 
fi rst on exemplar large data sets. Are we 
capable of creating such data sets without 

Ian Fish FBCS, Chair of the Information Security Specialist Group, gives some thought to 
current issues around ethics and AI in the cyber security arena.
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Security highlights: 

p36-37: Christopher Middup 
suggests key IoT security 
improvements. 

p42-43: Ian Edwards asks what 
GDPR really means for IT and 
security teams.

p44-45: John Mitchell asks 
whether ethics or morality 
figure in white hat hacking.

ETHICS IN AI
SECURITY IMPLICATIONS
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It has been estimated that there are over 
100 billion internet-connected devices 
worldwide. The variety of IoT smart 
home devices is diverse, but there is a 
strong demand for sound, TV, heating/
temperature, lighting and home security. 
The surge in growth opens up a new range 
of security vulnerabilities to individuals if 
the device has been compromised. 

What is happening now?
In October 2016, smart home devices were 
used as a part of a mass cyber-attack 
on websites. Hackers exploited devices 
such as CCTV cameras, IoT-connected 
home devices and printers. The attacks 
were generated by creating DDoS attacks 
to websites such as Spotify, Twitter and 
Reddit of su�  cient magnitude to have 
them taken temporarily o�  ine. At the time, 
analysts and researchers expressed their 
frustration at the security gap, its simplicity 
and the fact that it was exacerbated by 
the ease with which cheap, relatively 
poor devices can be manufactured and 
distributed (BBC, 2016).

In a review of the same incident, Cobb 
(2016), publishing on the ESET security 
community website, noted that there was 
nothing new in malicious code infecting 

method for the home.
Regarding device trends, in both our 

survey and interviews we found that 
participants were principally interested 
in devices for audio and TV, heating and 
temperature control, home security and 
controlling lighting, these being the key 
trends driving the high growth of IoT smart 
home technology.

Another key fi nding was that over 
half of those surveyed were intending to 
further purchase or increase the amount 

of IoT devices in the home and while 
some still stated they were unaware of 
security issues associated with IoT smart 
home devices, nearly three quarters of 
respondents felt that their device could 
be compromised or used as a part of a 
wider attack. This demonstrates a broad 
lack of trust in device manufacturers. In 
the interviews conducted, our sample of 
users showed that they were more likely 
to purchase more established smart home 

routers, but that the massive scale of 
DDoS attacks, made possible by unsecured 
IoT devices, is new and increasing.

What is the user’s view?
A further point in Cobb’s article states 
that a recent survey found 40 per cent 
of Americans weren’t confi dent that IoT 
devices are safe and secure, and over 
half of those surveyed had concerns over 
cybersecurity that discouraged them from 
purchasing such devices. Inspired by the 

2016 attack, we undertook a small survey 
with follow-up interviews to see whether 
UK-based users held similar views. 

We found that the majority of 
participants owned an IoT home-based 
device with an average of one to two 
devices. However, in general, the majority 
of these devices were using connection 
technology such as Bluetooth or Wi-Fi 
and users were unaware of the security 
implications of using either connection 
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Users may not be aware of the types of products 
that they can purchase to help improve the security 
of the devices and inform them if their device 
security is inadequate.

Security awareness is becoming increasingly important as devices are receiving, 
collecting and transferring personal data. With this in mind, Heetesh Chauhan and 
Christopher Middup MBCS suggest several key ways in which security may be improved 
throughout the internet of things.

SECURING
THE INTERNET
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device brands than the cheap generics 
mentioned in the BBC article.

Alongside this, nearly half of 
respondents felt that insu�  cient privacy 
controls had been implemented on 
their device and more than one in three 
suggested that they were unsure if privacy 
controls currently implemented were 
adequate enough. Wider studies also 
suggest users are unaware if their data 
is being transferred to a large corporate 
organisation or a third-party organisation 
(Wong and Leung, 2016). Organisations are 
facing further scrutiny with the collection 
and storage of personal information since 
the GDPR regulation came into force in May 
2018, and the same applies to IoT device 
manufacturers.

What can be done?
For manufacturers, there will always 
be competing commercial agendas as 
well as the need to balance fl exibility of 
use against locked-down security. An 
opportunity to develop support services 
that can be trusted now exists, and 
businesses such as Amazon and Best 
Buy have already launched consultation 

services as they recognise that the strong 
growth in smart devices has triggered this 
need for technical support and customer 
trust through loyalty to known brands 
(Wolf, 2017).

Underlying technology could be 
improved: protocols such as IPV6 could 
signifi cantly benefi t IoT devices, not only 
from a security standpoint but from a 
growth and sustainability stance for all 
IoT devices. However, there appears to 
be a lack of urgency for manufacturers 
and governments to assist and force 
implementation of this new network 
technology. 

When IPV4 was released it had no 
implementation considerations for security. 

IPV6 was built with security in mind, such 
as the integration of IPSEC at the network 
layer as an encryption standard. IPV6 can 
also run more e�  ciently on mobile devices 
and has the ability for routers to handle 
requests more e�  ciently which may 
eliminate risks associated with 
data transfer. 

IPV4 can also only cater for 4.3 billion 
possible addresses whereas IPV6 
accommodates for up to 340 undecillion 
address combinations (Bischo� , 2016), this 
is likely to help slow the device scanning 
rate for attackers. However, these issues 
will become more apparent in the future, 
and IoT devices which are specifi cally 
programmed to use only IPV4 may 
encounter security issues as this network 
protocol is slowly phased out by internet 
service providers.

As with other areas of security, the 
underlying vulnerability that is always 
being exploited is user awareness and 
knowledge about the technologies they 
own. We believe that there are several key 
areas where improvements can be made. 
First, users may not be aware of the types 
of products that they can purchase to help 

improve the security of devices and inform 
them if their device security is inadequate. 
The questionnaire results showed a 
number of individuals owning one or more 
device, with the potential to extend the 
number of devices in the home in future. 
Users who are security conscious or feel 
their devices can be later compromised 
or used as part of a wider network attack 
can also purchase routers which replace 
conventional ISP provider routers.

Second, users may have also been 
unaware that the majority of DDoS attacks 
conducted in October 2016 were a result of 
manufacturer usernames and passwords 
being leaked on the internet. Users can 
strengthen the security of their device 

by changing their default username or 
password, therefore making it harder 
for an outside attacker to gain access to 
personal data. Generic devices sometimes 
have usernames and passwords 
hardcoded, which opens up further 
vulnerabilities.

Third, users may be unaware that their 
wireless transmission device may be more 
vulnerable if a particular transmission 
type or the wrong type for their home 
environment is selected. The di� erent 
wireless transmission types used by 
device manufacturers may need to be 
communicated e� ectively to help aid the 
decision-making process when purchasing 
a device.

Fourth, security patches and updates 
can be di�  cult to manage if the user 
has multiple devices requiring multiple 
connection methods. Making this process 
simpler, or just educating on the how and 
why may have signifi cant security benefi ts.

There appears to be a lack of urgency for 
manufacturers and governments to assist and force 
implementation of new network technology.
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models in the cloud3. Google’s TensorFlow 
library can be used cross-platform for 
neural network-centred machine-learning 
applications. Google’s Deep Mind is an 
example of an AI system that employs 
deep reinforcement learning4 and neural 
reasoning with extended memory to lock 
away data nuggets for recall later.

Socio-technological issues
In addition to the release of NHS patient 
data to Google’s Deep Mind - allegedly 
without patient consent5 - AI provides 
opportunities, being pursued by Facebook 
and Twitter, to more e� ectively target 
social media users by analysing patterns 
in threads. This calls into question privacy 
issues with the number of aggregated 
datasets being accumulated under the ‘big 
data’ umbrella and the potential of data 
bias6. Fail safes need to be introduced for 
machine-generated data and machine-
interpreted knowledge, so erroneously 
misinterpreted ‘big data’ could not cause 
unexpected decisions or malicious 
outcomes from analytics7. 

An example of the dangers of bias 
was unexemplifi ed by Microsoft’s Tay, 
which was an AI-powered chatbot that, 
unfortunately, learned predominantly 
negative interactions and misinformation 
from Twitter exchanges with humans. In 
essence, governance and safeguarding 
controls need to be applied to the AI sphere 
due to the massive datasets that are 
involved. Luckily Deep Mind has a form of 
inbuilt collaborative governance, which is 
reassuring.

With this fi rst occurring in the 90’s, 
the timing of this second AI renaissance 
is convenient with the General European 
Data Protection Regulations (GDPR) 
2016/1148 coming into force; both 
cloud service providers (CSP), as well as 
customers, have obligations under GDPR. 
One of the key pillars being ‘consent’ 
where individuals must opt-in and this, 
in principle, provides data subjects with 
more control. As a consequence, any 
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explains how 
progressive 
machine-
learning capabilities 
present new 
challenges for 
privacy and 
protective measures. 
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AI
In 2017, a cloud-based artifi cial 
intelligence (AI) strategy was defi nitely 
perceived to be important enough for 
Microsoft to spawn a new cloud AI 
platform organisation; and introduce a new 
service for training deep neural networks 
on the Azure Platform. 

Presently the recognised dominant 
cloud AI players are: Amazon Web 
Services (AWS), Azure, and Google1. A 
recent prediction indicates that public 
cloud AI services may become the 
predominant machine intelligence model 
compared to traditional datacentre 
approaches2 . 

Cloud AI services
AWS and Microsoft certainly can entice 
a steady demand from enterprise users 
by providing customers with the ability to 
test their machine-learning algorithms 
on their platforms – both are also making 
strides in cognitive services. As well as 
Google, IBM are also in the AI market but, 
unquestionably, Google is the technology 
leader, to date; however, both are yet to 
entice a similar customer cloud adoption 
rate to that achieved by Amazon and 
Microsoft. 

This might start to change, in IBM’s 
case, with the opening up of IBM’s Watson 
Application Programming Interfaces 
(API), which are useful to niche industries 
like healthcare. In the case of Microsoft 
and Google, Field-Programmable Gate 
Arrays (FPGA) and non-programmable 
application-specifi c integrated circuits, 
respectively, are used under the hood. AWS 
o� ers a Graphics Processing Unit Elastic 
Compute Cloud (EC2) option and even 
FPGAs with a number of code libraries to 
enable customers to produce machine-
learning algorithms and APIs. 

Collaborative ventures are also 
occurring between AWS and Microsoft’s AI 
and Research Group, generating the Gluon 
open-source deep learning API; this will 
enable developers to prototype, build, train 
and deploy advanced machine-learning 
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breaches contrary to GDPR could result in 
organisations being fi ned up to four per 
cent of group worldwide turnover. CSPs in 
the UK have been reinforcing the ‘shared 
security responsibility’ aspect of cloud 
security, whilst providing support to help 
customers to achieve GDPR compliance; 
they have also been reiterating customer 
cloud responsibilities for accountability. 
International frameworks, such as the 
US Privacy Shield, provides attestations 
from overseas organisations to protect EU 
Personally Identifi able Information (PII); 
undoubtedly this will be relevant for both 
cloud and cloud AI paradigms. 

Meanwhile lessons learned from non-AI 
cloud situations provide some warnings 
that cybersecurity needs to be taken 
seriously in the cloud. In 2014 the One 
More Cloud breach shows that the use 
of fl awed APIs and compromised keys 
can be a root-cause of an attack. In 2015, 
a developer accidentally published his 
Simple Storage Service API keys in his 
Github account for just fi ve minutes – 
enough time for a mining bot to seize them 
and hackers to then spin-up EC2 servers 
overnight to farm Bitcoins at his cost.  The 
recent newsworthy TIO Networks situation 
has proven that vulnerabilities with cloud 
platforms present an attack surface; 
that in PayPal’s case might have enabled 
unauthorised access to potentially 1.6 
million PII records. 

Uses: both darkness and light 
As the cybersecurity arms race continues, 
threat actors are also expected to make 
use of AI in order to eke out weaknesses 
and vulnerabilities across exposed online IT 
product lines. In 2016, it was predicted that 
AI will be used by cyber criminals; whether 
it be via social engineering through 
chatbots or by employing their own AI 
systems as cybercrime actors8. 

However, the concept of machine 
intelligence for cyber defence has been 
heralded for some years now. It can be 
used to recognise normal patterns of 
network tra�  c in order to detect the 
abnormal9. Today such capabilities are 
conjoined and enhanced for use on cloud 
platforms in various contexts:

• Specialist vendors like FireEye o� er 
cloud AI as a back-end, which in 
itself is securely connected to front-
end sensors; thus, enabling them to 
detect, alert and monitor in real-time 

– countering progressive asymmetric 
dangers such as advanced and 
persistent threats.

• Cyber defensive measures such 
as Microsoft’s threat intelligence 
machine-learning is available to 
protect Windows 10 clients and Azure 
public cloud customers when agents 
are deployed into customer virtual 
instances; this provides a defensive 
ecosystem that can provide visibility of 
the threat horizon. AI has the potential 
to go further to perform predictive 
analytics10.

• Google has embraced AI in its Gmail 
service as a mechanism to protect 
users by searching and blocking 
emails laden with malware or phishing 
campaigns11. 

Although in Google’s case this could be 
dismissed as a moot point because they 
had previously scanned personal emails 
to target users with advertisements – it is 
clear, however, that machine intelligence 
in the cloud certainly brings distinct 
advantages when it comes to crunching 
large datasets. 

Adoption of AI
The internet of things (IoT) brings about 
popular AI-powered engines for speech 

pattern recognition such as Apple’s 
Siri, Microsoft’s Cortana, Google’s Cloud 
Speech API and Amazon’s Alexa; these 
are examples of cloud capabilities12 that 
perform speech recognition sourced 
from iOS, Windows 10, Google Home and 
Amazon Echo virtual assistant13 front-ends. 
In this age of IoT, edge systems can be the 
conduit to send insights to cloud back-ends 
– large datasets can be processed, fi ltered, 
searched or mined using AI technologies. 
For example, the European Space Agency 
(ESA) has been using AWS EC2 since 2009 
for galaxy mapping purposes; by 2017, 
ESA had embarked on a journey to assess 
the feasibility of integrating space-based 
services driven by cloud AI through the 
‘Satellite Imagery and Intelligent IoT for 
Agriculture’ project. 

The advent of AI capabilities in the Cloud 
2.0 era brings about a progressive leap in 
capability and a multitude of opportunities. 
A recent report has identifi ed that the US 
Department of Defense can make use of 
cloud computing and ‘big data’ analytics to 
exploit large stockpiles of untapped dataset 
resources. 

With technology maturation14, regulation 
and control-measures machine-learning 
can certainly benefi t mankind and 
potentially start a new digital information 
evolution.
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To understand the nature of attack vectors, 
we need to break them down into stages 
and identify the attacker’s objective at each 
stage. This sequence of steps in a focused 
attack is called the kill chain. Before any 
attack is mounted, background research 
is done, utilising both open source 
intelligence and reconnaissance, including 
attempts to identify potential weaknesses 
in the technical, physical and human 
defences of the target organisation.

Company premises will be located and 
viewed online to produce a short-list for 
further examination in person. On-site 
reconnaissance of selected buildings may 
then be conducted to plan an in-person 
incursion as a visitor, sta�  member or 
contractor. 

The organisation’s registered domains, 
address ranges and internet hosts will be 
examined, exposing the type and version of 
software in use, and locating public-facing 
systems for potential exploitation, such as 
Outlook Web Access and SSL VPN portals.

Internet searches will be conducted to 
harvest email addresses and associated 
employee information from sites such 
as LinkedIn. Emails may be sent to elicit 
responses containing the company’s 
o�  cial style and layout.

This preparatory phase make take days, 
weeks or months. The time invested will be 
in proportion to the desired result, but you 
can be certain that the attacker will take 
as long as necessary to give them the best 
chance of success.

Control the endpoint
The next step in the kill chain is to obtain 
an entry point to the corporate network. 
Whilst server rooms and data centres are 
usually well protected, other devices such 
as desktop PCs, laptops and printers are 
not. All the attacker requires at this stage is 
a foothold on the network.

Once again spear phishing can deliver 
the goods – a link or an attachment that 
installs a remote control Trojan (RAT) can 
provide persistent network access for the 
attacker. An apparently benign web link can 
permit a missing patch to be exploited by 
malicious software hidden on the website, 
resulting in covert access.

Legitimate access via VPN and remote 
desktop software can also provide 
an excellent vector once the user’s 
credentials are known. Even Citrix remote 
access can provide an entry point for the 
assailant if the security confi guration isn’t 
watertight (and often it’s not). If the social 
engineering phase involved an on-site 
intrusion, the attacker may have already 
planted a remote control device on the 
network, circumventing the need to hijack 
a legitimate endpoint device. A device 
hidden behind a corporate printer, sharing 
the same network connection, will provide 
everything needed to move to the next 
stage.

Explore the network
Once the attacker has both legitimate 
credentials and access to an endpoint 

Social engineering
Highly-targeted spear phishing, using 
email addresses discovered in the 
information gathering phase, will often 
deliver legitimate credentials which the 
attacker can then deploy at future stages. 
Fake domain names and cloned sites 
will facilitate this password theft with 
surprising regularity.

This focus on credential theft is 
supported by the fi ndings of the 2017 
SANS Data Protection Survey, which 
highlights that user credentials and 
privileged accounts represent the 
most common data types involved in 
breaches. The 2017 Verizon Data Breach 
Investigations Report (VBIR) also attributes 
81 per cent of hacking-related breaches to 
stolen and/or weak passwords.

Telephone phishing (‘Vishing’) can 
also deliver valuable usernames 
and passwords when conducted 
by an experienced social engineer. 
Impersonation of a technical support 
engineer, a senior manager or a third-
party supplier is relatively easy to achieve 
with the right background research.

Physical intrusion, where an attacker 
impersonates an employee, supplier or 
visitor, frequently provides the opportunity 
to compromise the corporate network 
with a drop box, keylogger or other means 
of stealing credentials and data. With the 
appropriate level of preparation, gaining 
access to a building is far easier than 
many people realise.
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Peter Wood FBCS, Director Emeritus, Falanx Group, discusses the threat landscape and 
how attack vectors are developing to exploit increasingly agile businesses. 

TRENDS IN CYBER ATTACK VECTORS
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device, network discovery can begin. Every 
internal network is inevitably vulnerable 
to exploration and potential exploitation by 
what appears to be an authorised user or 
account.

An extended period of gentle probing 
and investigation will reveal the network 
architecture complete with routers, 
switches, servers and workstations. This 
will be invaluable during the ‘fi nd the 
data’ phase of the attack. An experienced 
attacker can also gain lists of users, the 
groups they belong to, which accounts have 
privileged access, and the (usually) friendly 
names of shared resources.

Those usernames and access levels 
present a target list for privilege escalation 
through password guessing, or additional 
social engineering in the ‘take control’ 
phase. Once a high-privileged account 
is compromised, the task of searching 
for valuable and sensitive data is further 
simplifi ed by knowing the friendly names 
of interesting shared resources. 

Take control
Mapping the network, users, groups and 
shares will have given the intruder the 
perspective they need to begin exploitation 
and potentially gain access to key 
resources. The nature of corporate network 
and server administration means that 
once they have admin privilege they will 
have unrestricted access to any and all 
information on the network. They may have 
been lucky and already obtained admin-
level credentials through spear phishing. 
If not, there are many other ways to get 
control.

Problems such as inadequate security 
hardening, faulty access permissions 
and missing patches are all common on 
corporate networks. The sheer scale of 
these networks makes thorough audit 
and control di�  cult, and mistakes often 
go unnoticed as a result. Poor quality 
passwords are not exclusively the province 
of ignorant users. It’s not uncommon for 
the odd administrator account to have an 
easily-guessable password or for admin 
privilege to have been granted to a service 
that logs on automatically. Identifying those 
accounts is straightforward and low risk 
for the attacker.

Missing patches can be exploited to 
provide a backdoor to a system, giving 

another route to administrator or root 
access. 

Find the data
Remember that the attacker will have 
a clear set of objectives and will be 
experienced enough to know where to 
look for the information they want. The 
combination of high-level access and a 
good quality network map means that 
semi-automated data discovery is both 
possible and practical. The prevalence of 
faulty or weak access permissions makes 
this process possible even when admin-
level access has not been achieved.

Data discovery tools, employing both 
fi lename and fi le content search terms, 
will reveal the servers, folders and fi les of 
interest to the intruder. With administrative 
privilege in a Windows network, no data 
is out of reach to a determined attacker. 
Access permissions can be overridden 
where necessary and even protected fi les 
can be copied for later analysis. Poor 
quality passwords will provide the attacker 
with the best chance of gaining access 
to password-protected fi les, although 
sophisticated cracking tools also exist for 
most fi le formats.

Steal the data
Finally, extracting or exfi ltrating the 
information will likely be straightforward 
for an attacker who has got this far. If 
remote access has already been achieved, 
using the same channel to move copies 
of the data to the command-and-control 
server will be relatively simple. Other 
techniques can include embedding the 
data in another format (steganography) 
then sending it by email, compromising 
a legitimate VPN connection, launching a 
clandestine fi le transfer service and much 
more.

Countermeasures
The nature of these sophisticated attack 
vectors means that organisations must 
prepare now to deal with severe impacts 
from cyber threats that cannot always be 
predicted or prevented. There is no ‘silver 
bullet’ solution, rather a strategy of cyber 
resilience is needed to deliver the agility 
to prevent, detect and respond quickly and 
e� ectively, not just to incidents, but also to 
the consequences of the incidents.

References
2017 Verizon Data Breach Investigations 
Report: www.verizonenterprise.com/
verizon-insights-lab/dbir/2017
2017 SANS Data Protection Survey: 
https://www.sans.org/reading-room/
whitepapers/threats/sensitive-data-risk-
2017-data-protection-survey-37950

The process can be best thought of as a 
framework with fi ve pillars:

Prepare / identify: To successfully 
face and overcome an attack, it’s 
essential to thoroughly understand your 
organisation’s security and risk posture. 
Identify your vital information, conduct 
an assessment that includes all known 
security vulnerabilities, and establish a 
baseline to compare with your peers.

Protect: Ensure your infrastructure 
and data are protected from malicious 
attack and accidental exposure. Review 
and exercise all three key areas - people, 
processes and technology - using red 
teaming and targeted penetration tests 
to highlight any weaknesses.

Detect: Focus on developing your 
ability to rapidly identify an attack or a 
breach, assess the systems that may be 
a� ected, and ensure a timely response. 
To e� ectively minimise any damage, 
ensure that you have the necessary 
detection and response policies, 
processes and technologies in place.

Respond:  Develop activities that will 
accelerate remediation and contain the 
impact of an attack once detected. Whilst 
there are many third-party solutions 
and services available, much of what is 
needed involves people and processes 
internal to your business.

Recover: Examine and enhance your 
recovery plans to ensure that you can 
restore data and services after an attack. 
Even if you respond quickly to a cyber 
breach, there may be consequences 
for people, processes and systems. An 
e� ective recovery depends on a clear 
and thorough recovery plan.

Cyber Resilience
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In 2017 I was heavily involved with 
designing a data-centric security 
assessment framework for GDPR. The 
framework defi ned the key areas to assess 
and carry out an e� ective self-audit. The 
results? A gap analysis identifying risks, 
issues and vulnerabilities that needed 
to be logged and recommendations for 
remediation.

If you haven’t taken any action yet, now 
is the time to start getting the ship in order.  
Before you consider new technologies 
such as tokenisation or encryption, make 
sure you review your existing security 
toolset. The completion of a gap analysis 
will help create a clear plan of action 
for remediation of vulnerabilities in your 
environment.  

The complexity and volume of work 
will di� er vastly depending upon the 
type of organisation you work for, but the 
principles remain the same. It’s also worth 
reviewing how many layers of security 
you have in place. Do you have a culture of 
defence in depth?

Security of processing
Let’s look in more detail at what the 
GDPR expectations are from a security 
perspective. The fi rst port of call is Article 
32 ‘Security of processing’. The article is 

cost becomes a clear challenge here and 
this is where solutions creating partial 
depersonalisation or pseudonymisation 
come into play. This enables businesses to 
encrypt high risk data whilst seeing less of 
a performance hit.

(b) the ability to ensure the ongoing 
confi dentiality, integrity, availability and 
resilience of processing systems and 
services. 

(c) the ability to restore the availability 
and access to personal data in a timely 
manner in the event of a physical or 

technical incident. 
(d) a process for regularly testing, 

assessing and evaluating the e� ectiveness 
of technical and organisational measures 
for ensuring the security of the processing.

The latter three requirements have been 
kept together as they go hand-in-hand. 
What would you do in a disaster scenario? 
Is personal data and the solutions needed 
to interpret the data being regularly backed 
up? Can it be restored in a timely manner? 
Is there a risk of data loss? Disaster 
recovery solutions, like data replication 

short and easy to read through; however, 
it contains some key requirements and 
expectations. In particular, the most 
pertinent is;
‘the controller and the processor shall 
implement appropriate technical and 
organisational measures to ensure a level of 
security appropriate to the risk’

There is a similar mention within Article 
5 for the ‘use of appropriate technical or 
organisational measures’ too. It is also vital 
to understand that these requirements 

apply to both controllers and processors 
of personal data. Paragraph 1 contains 
four requirements that are determined by 
appropriateness; let’s examine each one:

(a) the pseudonymisation and 
encryption of personal data: If an 
organisation is processing large volumes 
of personal data or sensitive categories, 
then this is quite a game changer. 
Encryption-in-transit has long been an 
accepted standard over email (TLS) or for 
fi le transfers (SFTP). There now appears 
to be a clear expectation for organisations 
to encrypt data-at-rest. Performance and 
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If you haven’t taken any action yet, now is the time to 
start getting the ship in order.

The General Data Protection Regulation (GDPR) is now upon us and mentions security a 
number of times, but what does this really mean for IT and security teams? Ian Edwards 
MBCS, Information Security Analyst at Markerstudy Group, takes a look in more detail.

GDPR 
THE SECURITY ANGLE
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and back up technologies, are vital to 
businesses of all sizes. Do you have a DR 
plan? How do you test the capability, and 
have you worked through a DR scenario 
or even carried out a real test? You’ll also 
need to consider the areas outside of IT 
that need to be involved and as a business 
decide who leads for such an incident?  
These are all key questions to assess and 
understand what your organisation needs 
to do, and how IT and security can support 
to make it happen.

Data breaches
Article 33 outlines the requirements for a 
data controller to notify the supervisory 
authority of a personal data breach. 
How will your organisation detect or 
investigate data breaches? Do you have the 
necessary tools and knowledge within your 
organisation to react or proactively manage 
them? 

This is where threat detection, threat 
prevention and monitoring tools will be 

critical. If you don’t have the required skills 
in-house, then invest in developing existing 
sta� , recruit, or fi nd a strategic partner you 
can work with. Good encryption and key 
management o� er an excellent layer of 
defence. If a personal data breach occurs, 
but the data has been encrypted, it is not 
reportable to the supervisory authority.

The DPIA
Article 35 defi nes the requirement of a data 
protection impact assessment (DPIA). Many 
organisations should already have a similar 
process in place. The previous name for 
the process under Data Protection is a 
PIA (Privacy Impact Assessment). These 
should be built into the project life-cycle 

to risk assess and capture any high-risk 
processing of personal data. The key things 
to identify within a DPIA are:
• The types of data being processed and, 

in particular, if any are of sensitive 
categories.

• Volume(s) of data being processed.
• Whether new technologies are being 

used.
• Whether there will be any form of 

profi ling or automated processing.

What if you have existing high-risk 
processing? This is a grey area however, 
the sensible approach would to be carry 
out a retrospective DPIA focusing on the 
highest risk processing fi rst.

Sta�  training
Article 39 lays out the requirements 
for a DPO (Data Protection O�  cer) and 
part of the remit must ensure sta�  have 
training and appropriate awareness of 
data protection, privacy and security of 

data. This is where your security or IT 
department can provide key knowledge 
and understanding, and in particular, on 
cyber threats, best practice for protecting 
and securing data, and so on. It’s not 
always conceived, but employees actually 
o� er one of the largest threats to their 
organisations. 

An example of a phishing scam:
Dear [Name]
We are currently contacting all of our 
customers to ensure you are happy to receive 
our newsletters and updates going forward.
We are taking the new GDPR very seriously, 
so in order for you to be in control, please 
click the following link to manage your 

subscription:  [clickable url]
The security and data protection specialists 
reading this will no doubt be laughing at 
the clear disregard of GDPR and PECR 
(Privacy and Electronic Communications 
Regulations) here. The real concern is the 
growing threat of distraction techniques 
like this to make an email seem genuine.

There are plenty of solutions and 
tools that can add a layer of defence for 
malicious web and email links, however 
sta�  also need to be trained and given 
guidance on how to deal with these types 
of threats. This is not an area a business 
should be skimping on. You could have 
the greatest and latest technologies but if 
your sta�  are not savvy then this is where 
security holes and data breaches can 
quickly emerge.

Record keeping
Article 30 can easily be seen as a concern 
for the business and DPO, but do they 
understand and know what security 
measures are in place? What remediation 
has been undertaken to improve your 
security stature? What on-going processes 
are in place to monitor gaps and threats in 
the future? These need to be documented 
and recorded appropriately by the 
business. It’s likely this will be housed in an 
excel spreadsheet, but do consider how IT 
can add value and support the business.

Joined up thinking!
A fully joined up and aligned GDPR 
programme is vital and cannot be left to 
just one business area to deal with. I’ve 
come across a number of peers who’ve 
reported GDPR being left to IT or legal to 
resolve. By taking the opposite approach, 
this will encourage positive collaboration 
between business, security and IT. GDPR is 
a business concern, but requires joined-up 
expertise from legal, Security and IT teams. 
Ensure you have buy-in from the very top 
of the organisation too!  

If you don’t have the required skills in-house, then 
invest in developing existing sta� , recruit, or fi nd a 
strategic partner you can work with.

SECURITY 
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As an IT assurance provider I am 
governed by the codes of conduct of four 
professional associations, plus those of 
the industries that I work within and the 
statutory and regulatory frameworks of 
the di� erent countries I visit during the 
course of my work. Surely I have su�  cient 
guidance to operate in both an ethical and 
moral manner? 

However, there is a clash between 
ethics and morals. Both relate to ‘right’ 
and ‘wrong’ conduct and while they are 
often used interchangeably, they are 
di� erent. Ethics refer to rules provided by 
an external source, e.g., codes of conduct, 
while morals refer to an individual’s own 
principles regarding right and wrong. If 
you are reading this as a member of BCS, 
of whatever grade, you are bound by the 
Institute’s code of conduct. A part of this 
requires you to have due regard for public 
health, privacy, security and the wellbeing 
of others and the environment.

Criminal o� ence
When James Liang of VW diesel-gate 
fame, created a software routine within 
the engine management system of some 
diesel cars, which lowered exhaust 
emissions when it detected that the vehicle 
was running on a test rig rather than on 
the road, he committed a criminal o� ence 

cost of saving fi ve others, or write software 
which will cut-o�  the energy supply to one 
street in order to keep a town supplied? 
The permutations are almost limitless, 
but the clash between ethics and morality 
is something that we seldom think about. 
Indeed, is there a clear right, or wrong 
answer to the moral maze in the scenarios 
I have outlined?  

Ethical quandary
The contradiction between ethics and 
morals in IT is nowhere more clearly 
illustrated than in the concept of white-
hat hacking. The law may state that 
unauthorised access and/or modifi cation 
is a crime, but if one’s intention is to notify 
the company of a vulnerability in order to 
have it fi xed, then is such action morally 
defensible even though it is ethically 
wrong? Some companies have ‘wised-up’ 
to the need to have their systems tested 
with any vulnerabilities notifi ed to them, 
rather than used against them. 

Facebook received 12,000 submissions 

by breaching US clean air legislation. As 
a result he received a forty month prison 
sentence and a large fi ne. He would also, 
had he been a member of our Institute, 
have breached our code of conduct. 

Unfortunately, only a minority of IT 
people are members of any professional 
association, so they tend to operate within 
a framework of societal ethics and their 
own morality. Liang may have been simply 

following orders from above, but this 
was ruled as not being a defence as long 
ago as the Nuremberg war crimes trials, 
between 1945 and 1949. 

Operating within the code
However, where does this leave others 
involved in our profession? If I program 
a nuclear missile guidance system in 
the full knowledge that the end result 
is the likely death of millions of people, 
then surely I have breached our code 
of conduct regarding the wellbeing of 
others? What if I knowingly program a 
driverless car to kill one person at the 
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Unauthorised access and/or modifi cation is a crime, 
but if one’s intention is to notify the company of a 
vulnerability, then is such action morally defensible 
even though it is ethically wrong?

As an IT assurance provider I am cost of saving fi ve others, or write software by breaching US clean air legislation. As 

John Mitchell delves into the di� erences between ethics and morality and questions the 
presence of either in a hacker’s white-hat motivations.

ETHICS VS MORALITY
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from hackers (now redefi ned as 
researchers) in 2017, paying out a total of 
$880,000. It has paid out a total of $6.3m 
since it started its programme in 2011. 
Google has paid out $12m in rewards since 
2010, paying $2.7m in 2017. Its biggest 
reward in 2017 was $112,500 to someone 
who detected a security fl aw in its Pixel 
smartphone. Following the recent Spectre 
and Meltdown bugs in its chips, Intel too 
has upped its top rewards to $250,000. 

Show me the money
So, there is real money to be made from 
ethical hacking. According to fi gures from 

HackerOne the top hackers in India earn 
16 times the median salary of a software 
engineer. On average, top earning ethical 
hackers make almost three times the 
median salary of a software engineer in 
their home country. 

Apple only launched its bug bounty 
programme in 2016, but so valuable are 
bugs in its software, with several secretive 
companies o� ering up to $1.5m for a high-
level attack fl aw, that some in the ethical 
hacking community have suggested that 
Apple’s own payments, which range from 
$25,000 to $200,000 are simply not large 
enough to prevent hackers moving to the 
dark-side. Money talks and if the bad guys 
are willing to pay more than the good guys, 
then it is likely that the moral compass will 
swing to them.  

Defi ning ‘good’
The Institute’s strap line is ‘making IT 

good for society’. However, the ‘good’ is 
open to interpretation. Returning to my 
nuclear missile guidance system analogy, 
it could be argued that rather than doing 
potential harm to society I am actually 
doing ‘good’, by preventing an attack which 
could kill millions through the mutually 
assured destruction paradigm. However, 
this assumes that my system will never 
be used for a fi rst strike. No such defence 
is available to James Liang whose actions 
may well have incurred the death of 
thousands of people through air pollution. 
His was a clear attempt to circumnavigate 
societal safeguards.  

Due to the general lack of board 
oversight of IT, coupled with their lack of 
technical knowledge (the digital defi cit), it 
is not too surprising that IT professionals 
are given a great deal of autonomy in what 
they produce and deliver. IT sta�  do not 
generally receive education in governance 
and seldom in ethics, or morality. Being 
a part-time academic, I am well aware 
of the paucity of these subjects in the 
undergraduate curriculum, which tends 
to concentrate on delivery and speed of 
response - against - ‘is this the right thing 
to do?’. 

This is similar to the situation in the 
accounting profession some fi fteen years 
ago when there was very little training 
in these areas. Indeed, Je�  Skilling, the 
Enron1 CEO, famously boasted that he had 
never attended a single seminar on ethics 
when at Harvard Business School. 

Keeping control
My niece ‘wrote’ a system of some ten 
thousand lines of underlying code simply 
by painting the screen with what she 
required. 

The result was a joy to look at, but 
contained little in the way of controls and 
I was able to crash it simply by inputting 
alphas into a numeric fi eld. Not a kindly 
uncle thing to do, but it illustrates the 
need for the academic world to teach 
governance, control, and assurance 
alongside the technical aspects.  

Seasoned hackers love the challenge of 
breaking a system, but if the system has 
been produced by trusting people such 
as my niece, using o� -the-shelf tools, it is 
not really a fair fi ght. We should also be 
cognisant that the motivation of hackers 
may not be fi nancial gain, but something 
else which chimes with their own morality 
construct.

Closing thoughts
Writing this article has made me realise 
that our strap line is open to wide ethical 
and moral interpretation, especially the 
word ‘good’. Also, if the white-hats are 
hacking systems for fi nancial reward, is 
that morally justifi able? I am sure that 
I can argue the case either way and, 
for the record, I received no fi nancial 
compensation for this article.

Notes
1Enron was the subject of a big accounting 
fraud back in 2001.

About the author
John was recently awarded the John 
Ivinson medal for services to the Institute.  
He was also previously a member of 
Council and of the Risk, Audit and Finance 
Committee. He is currently Treasurer of 
the Information Risk Management and 
Assurance (IRMA) specialist group. 

It is not too surprising that IT professionals are given 
a great deal of autonomy in what they produce and 
deliver. IT sta�  do not generally receive 
education in governance and seldom in ethics, 
or morality.

SECURITY 
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Undoubtedly, there is huge potential for 
advancement and benefi t to society arising 
out of current and future application 
of artifi cial intelligence (AI) technology. 
However, advances in AI raise complex 
legal and ethical questions. If using AI 
technology causes unintended negative 
consequences based on bias, then this 
may a� ect the adoptability of future 
AI technologies. Therefore, ethics is 
fundamental to the success of AI. 

AI is redefi ning increasingly complex 
tasks that may have previously only been 
achievable by humans – for example, 
driverless cars and certain robots. 
Facebook’s chief technology o�  cer, Mike 
Schroepfer, explained that the ‘power of 
AI technology is it can solve problems that 
scale to the whole planet,’ including climate 
change and food shortages (Will Knight, 
MIT Technology Review. 2016). 

Although full autonomy is (largely) not 
yet a reality, key ethical issues must be 
considered now so we are ready for future 
technological development before laws 
lag too far behind the technology. In the 
UK, the prime minister has launched a 
new advisory body at the World Economic 
Forum in Davos to seek a ‘safe and 
ethical’ artifi cial intelligence (BBC, 2018).
Numerous other countries are looking at 

What if di� erent countries wish to apply 
di� erent ethical standards / models?  
If drivers prefer to choose a vehicle which 
puts their interests fi rst, can manufacturers 
ethically build this? And how will countries 
and laws create a fair ethical playing fi eld 
and compensation rules? This ‘dilemma’ 
can just as easily be applied to an 
autonomous fl eet of ambulances in a city 
choosing where to dispatch themselves 
or to anti-defence AI technology choosing 
which missiles to favour shooting down. 

These are challenging ethical decisions. If 
AI has at, its fi ngertips, more information 
on the likely outcomes and still ‘chooses’ 
‘unethically’, how will this be viewed?
 
How do we align the aims of autonomous 
AI with the right ethical programming and 
teaching? 
If countries already value life and the 
treatment of behaviour (criminal or 
otherwise) di� erently, how can we defi ne 
a uniform approach just because AI is 
involved? Precisely how an AI system 

ethical issues too. So, how should this be 
achieved? 

How do we align the aims of 
autonomous AI systems with our own?
The classic dilemma we often read or 
hear about is how AI in autonomous 
transportation will decide ‘who to save’. 
If we are driving ourselves, it is accepted 
that our instinct may be to save ourselves 
- for example, swerving away from an 
oncoming car onto a pavement. 

Of course, this may cause more damage 
to others than if our own vehicle had 
taken the impact. 

Whilst there seems to be forgiveness/
acceptance of this human survivalist 
instinct, AI technology is mooted to be 
able to save thousands of lives a year 
by being able to make the right choice 
to (overall) cause the least impact to 
human lives. However, this only works if 
countries, insurance models and users of 
transportation accept the same models 
and associated choices. 
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Key ethical issues must be considered now so we 
are ready for future technological development 
before laws lag too far behind the technology.

Charlotte Walker-Osborn, Partner and Head of Technology Sector (Eversheds Sutherland 
(International) LLP) and Callum Hayes, a regional lawyer on secondment from ARM 
Limited, give us an insight into some of the key ethical issues surrounding AI 
technologies.

ETHICS AND AI
A MORAL
CONUNDRUM

do
i:1

0.
10

93
/i

tn
ow

/b
w

y0
52

  ©
20

18
 T

he
 B

ri
tis

h 
Co

m
pu

te
r 

S
oc

ie
ty



June 2018 ITNOW 47

LEGAL 

should react and make ethical decisions 
is even harder because it is very often fact 
specifi c, and the AI often has the ability to 
call upon similar fact specifi c examples to 
make its choices but its choices may not 
be viewed with the same understanding as 
human fl aw.

A balance needs to be struck between 
certainty and fl exibility. Programming an 
AI system may o� er the certainty that 
an AI system will act and align with our 
aims. However, fl exibility (in the form of 
greater autonomy for a system to think for 
itself) may be required in a time pressured 
environment because quick decision 
making is required and human involvement 
may slow down this process.   

How do we prevent learning algorithms 
from acquiring unethical biases?
Whilst AI systems may promise to be more 
ethical and be better decision makers than 

us, there is still a question around how we 
manage that learning and prevent systems 
taking decisions which are unintended by 
their creators and are di�  cult to foresee. 
For example, in 2015, a well-known 
technology provider’s learning algorithm 
mistakenly identifi ed photographs of a 
certain racial classifi cation as gorillas. 
This was not intended and illustrates how 
important it can be for AI systems to be 
created or trained in a manner so as not to 
misunderstand the world. 

In a similar manner, if a learning 
algorithm is used to fi nd the best interview 
candidates for a particular advertised role, 
what if many more men have applied for 
the role than women? This information in 
itself is not harmful or unethical. However, 
if an employer is trying to improve gender 
diversity in the workplace but the model 
does not account for this, there may be a 
situation where no women or few females 
are interviewed. There are of course 
di�  cult ethical considerations anyway for 
positive discrimination but how do you 
develop AI technology to cope with this 

and with di� ering approaches across the 
world? 

This shows that we must be careful 
about the data that we give to AI systems 
to analyse and, at times, we need to clearly 
defi ne what its goals are to avoid it drawing 
unethical outcomes. 

How should humans treat machines that 
can think and act autonomously? 
Touching specifi cally upon machine 
learning, there is AI now that can learn 
how to play chess in less than four hours 
and play autonomously and beat a chess 
champion. What would happen if most 
machines become smarter than us and 
use that for more than just playing games? 

Imagine a medical AI robot is tasked 
with caring for patients. If the robot 
dispenses the wrong medication to 
a patient this could have negative 
consequences. On a narrow view of ethics, 

it seems hard to imagine how a robot could 
be held to the same level of accountability 
as a human. Yet, if the robot has the 
potential to damage someone then should 
it be treated/punished in the same way as 
a human? Any other outcome seems unjust 
and could lead to more unethical behaviour 
as robots could be used as a vehicle to 
commit crimes without any deterrence. 
Should we make a machine accountable 
or its creator/programmer, or the person 
who applies its intelligence to a use which 
may be improper? What happens where a 
robot is given its own citizenship (as has 
happened in at least one country already)? 

We need to keep our minds open to 
the fact that AI machines in the future 
could have the same capacity as humans, 
and need to address how to make them 
accountable and deter unethical behaviour. 

How do we prevent ethics shopping? 
Assuming we can reach agreement on 
appropriate ethical guidelines, we also 
need to ensure that this is regulated 
e� ectively, both in law and at a policy level. 

If this is not done carefully, then it could 
lead to ethics shopping.

The problem of ethics shopping is 
driven by di� erences between countries 
who have di� erent laws and approaches 
towards the regulation of AI. Policymakers 
at a European Union level are concerned 
about how the ethical, societal and legal 
challenges are being handled by di� erent 
member states. 

They have described the work to 
provide solutions to these challenges 
as a ‘patchwork of disparate initiatives’ 
(European Commission, March 2018). The 
European Union wants to create ethical 
guidelines to assist the development of AI 
based on the EU’s Convention on Human 
Rights. 

For example, some countries, such as 
the UK, USA and Germany, are prioritising 
rules and, at times ethical guidelines, 
for self-driving cars on public roads, but 
others have not yet dealt with it. The 
risks with an uncoordinated, unbalanced 
approach towards the regulation of AI and 
ethics could give rise to resources and 
development being targeted and relocated 
to countries which have ‘easier’ or lower 
ethical standards. Conversely, it could lead 
to more powerful countries shaping what is 
considered ethical behaviour for AI, which 
can lead to bias in itself.

Ethical choices
The ethical issues with AI are broad and 
becoming increasingly important to tackle. 
Humans must defi ne one or more ethical 
frameworks for AI technologies to help 
AI make ethical choices. It is clear that 
a joined-up discussion is needed and 
a consensus required across di� erent 
industries and countries to ensure a 
coordinated approach (at least on certain 
topics). 

The accelerating pace of developing 
AI technology in our lives make this 
discussion more pressing as the 
technological innovations will not halt or 
slow down and the ethical challenges are 
only likely to grow.

 The positive impact that AI could have 
on society means there must be a societal 
imperative to get this right.

We need to clearly defi ne what its goals are to avoid 
it drawing unethical outcomes.
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The Ivory Coast, also known as Côte 
d’Ivoire, is a West African country with a 
population of around 24 million people. Yet, 
despite its idyllic sounding name, the Ivory 
Coast is a tough place to live. It is ranked 
172 on the UN Human Development Index 
– an index created to emphasise that 
people and their capabilities should be the 
ultimate criteria for assessing the 
development of a country - not economic 
growth alone. Norway ranks number one 
of the HDI, the US ten and the UK 16.

In the Ivory Coast, this statistic 
translates into real hardship. Average life 
expectancy is just over 50 years, children 
spend under nine years at school and 
infant mortality is high. The Ivory Coast 
has a gross national income per capita of 
around $3,171. Norway’s GNI is over $80k 
and the US’ is just under $60k. 

Sean O’Neil was, however, driven to 
make a di� erence and to save lives in the 
Ivory Coast. He was determined to build 
the Walgreens for rural Africa: a fully 
functioning and resilient pharmacy where 
people could buy the drugs they need to 
stay alive. 

Why don’t you introduce yourself?
I’m Sean O’Neil and I’ve been working on 
the Ivory Coast project since 2012. It’s very 
much a labour of love – something I’ve 
done in my spare time. It’s been a great 

So, what’s life like in West Africa?
If you think of the world’s population as a 
pyramid and you stratify income, three 
billion of the seven plus billion people 
on our planet occupy a big chunk at the 
pyramid’s base. They live on less than two 
dollars and 50 cents a day. If you go to the 
very bottom of the pyramid, there’s 1.3
billion people that live of less than a $1.25c 
a day. 

Looking specifi cally at the Ivory Coast – 
the area I’m most familiar with – you have 
a life expectancy of only 51 years. When 
I present my project to people at Optum, 
that’s about the median age of people in 
the room. 

These low life expectancy statistics 
come from the fact that so many children 
die. If we look at the leading causes of 
death, it’s dehydration from diarrhoea 
because they have malaria, or because 
they have a protozoa or a bacterial 
gut infection. 

They get a high fever and if they’re not 
given electrolytes they’ll die. So, one of 
the biggest sellers at our pharmacy are 
electrolyte packages that a mum can mix 
into clean water. It’s only pennies but it’s 
the di� erence between life and death.
 
What about the costs of drugs?
Ironically, when I pay for drugs in the US, 
I’m reminded of how comparatively 

learning experience and also really great 
to make a di� erence in an area of the 
world that could use all the help it can get. 

And, your project, tell us some more 
about that. 
It’s called the Emerging Business Builder 
Initiative. The goal is to deliver a modern 
pharmacy experience, one that would be 
familiar to anyone in the UK or the USA – a 
pharmacy that has supply chain 
management, back o�  ce, inventory 
management and a modern point of sale. 
It also has a loyalty programme – spend 
money to gain points that are redeemable 
against future products. 

I worked for Optum, which is a US 
health company. I worked there for 
21 years. My day job (I run enterprise 
architecture) introduced me to the idea of 
pharmacy management and from there 
this project – my hobby – was born. 

Forget server rooms, iMacs and enterprise scale infrastructure. Sean O’Neil is saving 
lives in the Ivory Coast with a handful of £35 single-board computers and some tightly 
engineered open source code. He tells Martin Cooper MBCS the story.
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inexpensive drugs are in West Africa. Over 
there they’re price controlled by the 
government – the government sets the 
retail and the wholesale prices. You can go 
under those prices but not above. Prices 
are fi ercely capped. 

Talk to us about the technology and the 
infrastructure challenges you’ve faced.
It’s extremely challenging and in ways that 
I didn’t anticipate. Electrical power is a big 
challenge. Clean and consistent power is 
completely unheard of. We lose power a 
few times a day and that’s normal. The 
power line quality is extremely variable… 
You can’t run a PC o�  it without 
conditioning - you’d fry your computer. So, 
all our lines are bu� ered with cheap, con-
sumer grade UPS.

Back when we fi rst started o�  our 
pharmacy I brought in some high-end PCs 
with touch screens and a consumer grade 
server. We had never-ending power failure 
problems. 

And, of course, the internet doesn’t 
exist as a landline. Everything is done with 
mobile. In the Ivory Coast, people don’t even 
think of the internet as something that’s 
wired. There aren’t even WiFi hotspots – it’s 
all on your phone. 

So, when we want synchronisation with 
the cloud, we do it with 3G and 4G USB 
modems. They synchronise our inventory 
up to the cloud at various times during 
the day. And they do so in an extremely 
minimal fashion because you’re charged 
by kilobyte. When you’re synchronising, 

you need to think about the bytes you’re 
sending and only send what’s needed. 
Designing systems where there’s no waste 
is extremely gratifying. On a highspeed 
internet link in the States you just send 
the data. You don’t consider whether 
you’re sending redundant data or whether 
the handshake and the protocols are 
expensive. You don’t think about it because 
they’re all free in the US. 

What about the PCs?
The PCs failed all the time and they were 
too expensive to expand. I’d been playing 
around with Raspberry Pis – those won-
derful mini-computers. They’re $35 in the 
US. Add in a case, a power supply and a 
keyboard. Before you know where you’re at, 
you’re looking at $50. And that’s radically 
di� erent from an $800 or $900 
consumer-grade, touch screen PC. 

I run the entire pharmacy o�  one 
Raspberry Pi and the other Pi does the 
point of sale - the reception. The reception 
connects to the ‘server’ – I laugh when I 
call it a server – through a browser. I laugh 
because, in IT, a server is a big machine 
with lots of fancy cooling and redundancy. 
But, this little Raspberry Pi is even more 
fault tolerant than any other machine 
because it only sucks down 2.5 amps. So, 
unlike a big PC that might only have ten of 
15 minutes of life on a UPS, a Raspberry Pi 
can last run for hours! That power problem 
goes away. We can lose power for hours 
and keep functioning. 

And, there are no moving parts. In the 
dust and the heat of West Africa, moving 
parts like fans fail all too often. If a 
motherboard or power supply fan fails then 
the component is useless. The fan bearing 
might be just two cents but that entire 
piece of hardware is dead. 

Everything in the Raspberry Pi is solid 
state. It runs o�  a mini-fl ash drive and 
it’s all extremely resilient. What’s more, 
this approach means a pharmacy can get 

started for a few hundred dollars. 

What kind of software do you run?
It’s open source. We give away the 
software. A pharmacy can download it for 
free, download it to a fl ash drive and be up 
and running in under a day. 

How is the project changing lives?
Bringing the pharmacy to the village has 
been amazing. It’s made a huge di� erence 
to people’s health and to their lives – 
people can get the drugs they need, when 
they need them. Oftentimes it’s the 
di� erence between life and death. Before 
we built the pharmacy, people with health 
problems needed to take a twenty fi ve 
kilometre taxi drive to the next village, and 
the taxi is a shared taxi. They sell fi ve seats 
in a Honda Civic. If you need to go right 
away, you buy all fi ve seats or you wait 
until all the seats have been sold. If you 
didn’t have enough money to buy all fi ve 
seats, you could be stuck there all day. 

Also, when you have a pharmacy, other 
businesses will start to grow. People can 
see that the town has economic viability. 
The local government paved the road 
after we built the pharmacy. And, once we 
had a paved road and a pharmacy, more 
businesses started to appear. It’s sparked 
economic vitality. 

What’s more, the pharmacy sta�  are 
getting exposure to IT. So, I hope people can 
gain a comfort and familiarity with IT and 
hopefully go on to leave the pharmacy.
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We make many errors because we don’t 
notice them until it’s too late. A momentary 
daydream or distraction can result in a tea 
bag being placed into a kettle instead of a 
cup, with the guilty party not noticing until 
after the fact. Fortunately, a tea bag in a 
kettle is not a hard error to recover from.

 When we are programming, we make 
mistakes, and the consequences may not 
be visible for a long time. The users of 
the programs may not understand that 
their problems are triggered by faulty 
code. Nurses have to respond rapidly 
when under huge workload pressures; 
programmers can take years developing 
systems for hospitals, and they should 
use that time to anticipate and properly 
manage the task.

When a button is pressed on an 
electronic device, conductors move to 

make an electrical connection, which is 
recorded as a key press. The conductors 
usually bounce, perhaps 100 times in a 
millisecond before they settle down. Key 
bounce is a standard problem, and it must 
be solved for buttons to be reliable. A 
simple solution is to use electronics, but it 

the nurse entered (in this case) 366 mL/
hr, making it look like they negligently 
entered the over-dose. In fact, the device 
malfunctioned.

If a nurse is charged with manslaughter 
after a fatal error, the key bounce bug can 
mislead the prosecutors, and the nurse 
may be persuaded into a plea bargain. Key 
bounce errors are hard to reproduce, and 
if the prosecution wants to check a device 
thoroughly they will probably send it to 
the original manufacturers — who have a 
confl ict of interest!

The price of errors 
When we make errors we can be reluctant 
to admit them. It then seems highly 
unusual when an error does come to light. 
When Kimberly Hiatt, a critical care nurse, 
made a calculation error, she reported it, 
was escorted from her hospital, put on 
leave, investigated and fi ned. She was 
devastated and committed suicide. 

When my father was killed by an error, 
the doctor’s computer report said there 
would be full recovery. Yet dad was already 
dead. Had the doctor reported it honestly, 
he might have been treated like 
Kimberly Hiatt. 

When Lisa Sparrow gave a patient 
100mL with a drug infusion pump instead 
of 10mL, she was reported by the Daily Mail 
as a ‘blundering nurse’. In her trial, it was 
claimed no error was found with the device 

is cheaper to connect the button directly 
to the computer and fi x the key bounce 
in software. However, if the programmer 
programs it incorrectly, the program will 
have a bug. The programmer probably 
won’t be aware they made an error, and 
the device will go into production.

Cardinal Health is a company that 
makes medical devices, where the code 
should have very few errors. Cardinal 
Health was issued warning letters by the 
FDA, the US medical device regulator, 
outlining key bounce problems with their 
pump. Then the FDA had to issue a Class 1 
Recall (meaning there is a recognised risk 
of death), a� ecting 150,000 devices, and 
involving US Marshals seizing equipment 
worth $1.8 million. 

One particular problem of note was 
when a patient received an over-infusion 

of oxytocin. The pump was intended to be 
set for 36 mL/hr but was set to a rate of 
366 mL/hr, ten times higher. The single 
digit 6 bounced, and was recorded as two 
presses, making 66. 

If, after a key bounce like this, there’s 
an investigation, the pump’s log will show 

Harold Thimbleby, See Change Digital Health Fellow at Swansea University, takes a look 
at computer error in the health sector, and considers the challenges faced in ensuring a 
change for the better.
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WHEN PROGRAMMING
ERRORS COST LIVES 

If a nurse is charged with manslaughter after a 
fatal error, the key bounce bug can mislead the 
prosecutors, and the nurse may be persuaded into a 
plea bargain.

INSIDE MEDICAL SOFTWARE:
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she used, yet the hospital replaced all the 
pumps with ‘safer ones’. The implication is 
that the original pumps were part of the 
problem.

Dr Hadiza Bawa-Garba was convicted of 
manslaughter when a child in her care died 
of sepsis. Her trial has been controversial 
because it sends out powerful messages 
around how error is blamed on good 
clinicians: She had an impeccable record. 
Yet almost unremarked is that there was 
an IT failure lasting four hours, which 
delayed her getting blood test results 
and probably caused other distracting 
chaos. Surely the programmer (or the 
cyberattacker?) is partly responsible for the 
manslaughter?

We can be confi dent Dr Bawa-Garba was 
trying to keep her patients alive despite 

hindrance from her IT, but if you read the 
‘warranty’ and disclaimers on any software, 
you wonder whether programmers have 
anyone’s interests at heart other than 
their own. Many EULAs (end user licence 
agreements) require the user to indemnify 
the manufacturer! That does not encourage 
them to write safe programs.

These are just a few examples, but what 
is the scale of the problem? Best estimates 
put preventable error as a top killer, 
comparable to cancer and cardiovascular 
disease. The rate of serious harm, rather 

than death, is estimated to be 20 
times higher.

Every patient is managed and treated 
by computer, from booking appointments, 
handling tests, delivering drugs and more. 
Computers do have bugs, so computer-
related harm — causing error, not stopping 
user error, not helping detect errors — 
must be signifi cant. 

If computers only contribute to 10 per 
cent, just that would exceed the annual 
deaths from car accidents. We worry 
about making roads and cars safer. We 
demand safety technologies: safety belts, 
air bags, ABS. So why don’t we worry about 
making hospital computing safer? Contrast 
Cardinal Health’s attitude to bugs with 
General Motors, who, in 2016, voluntarily 
recalled four million cars over a bug 

suspected of killing one person. 
The power of scapegoating has a lot 

to do with it. When an error happens, 
if the nurse or doctor is blamed, the 
problem seems solved. The hospital no 
longer has the ‘bad nurse’, and they have 
saved themselves costs of computer 
investigations, and they have saved 
themselves worrying that their expensive 
computers may be unreliable. 

Often the nurse will agree to be 
scapegoated, because the computer 
evidence incriminates them. Who can 

argue with gigabytes? The spurious logic 
of scapegoating reinforces itself: if the 
nurse is to blame, then they have betrayed 
our trust, and if we are betrayed, we 
are justifi ed blaming them. The blame 
culture reinforces itself by psychological 
mechanisms of displacement and denial. 

Furthermore, the law is against the 
clinician: if the device has been CE marked, 
the presumption of error is caused by the 
user. And it is easy to get CE marks. There 
is no robust process.

Programming is di�  cult, and safety-
critical programming is especially di�  cult. 
Yet medical programmers need no 
qualifi cations. To become an anaesthetist, 
if you pass the exams, it takes eight years. 
If you want to program a pump to deliver 
anaesthetics, you can start now with 
no exams. Anaesthetists have standard 
operating procedures. Programmers don’t. 

Blinded by science
People are excited by computers. The NHS 
wants to go paperless, and everybody 
wants to use blockchain to improve things. 
But there is no evidence it is e� ective. 

Going from the lab to an approved drug 
can take 15 years. We understand how to 
develop drugs, do randomised controlled 
trials, and so on. 

We have little idea how to develop 
programs and assess them for safety and 
e� ectiveness. If a drug takes 15 years to 
get to market, why are we rushing into 
new computer ‘solutions’ that have not 
been rigorously developed or tested? If 
somebody develops a new blockchain 

Often the nurse will agree to be scapegoated, 
because the computer evidence incriminates them. 
Who can argue with gigabytes?
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technology for healthcare, shouldn’t we 
develop it at least as carefully as a drug, 
and, if trials are successful, maybe start 
using it in 2033?

There is this assumption that the latest 
computers are an improvement, but speed 
and fancy technologies like blockchain 
(and cloud and big data and …) is an 
addictive drug. If computers are perceived 
as perfect and something goes wrong (as 
it eventually will) then it logically follows 
that something else must have caused 
the problem. It must have been the user. 
If we scapegoat the user, the problem 
seems to be solved. Scapegoating is a 
deceptively simple explanation that saves 
us the daunting work of evaluating our IT. 
Disciplinary processes then satisfyingly 
make sure mistakes don’t happen here! 

Ways forward
I have only explained a few simple 
healthcare bugs. Many are much harder to 
spot; many, I think, are never spotted.

Modern healthcare is amasing and 
we entrust our lives to it, which makes it 
seem all the more shocking when anybody 

admits to problems or gets caught. 
Scapegoating dedicated NHS sta�  is not 

going to help improve the system, though 
it gives a misleading impression of trying. 
We must be clear what has really gone 
wrong if we want to improve.

1. BCS, or equivalent technically 
authoritative organisations, should 
have a task group to evaluate any 
incident, so the right lessons 
are learned. 

2. BCS should help the NHS procure 

safer systems and equipment. 
These ideas will put pressure on 
industry to improve, and — if they 
want to — there are many ways to 
improve, such as adopting software 
safety processes from aviation. 

3. We should improve regulation to 
require appropriate evidence that 
healthcare software is dependable 
and that it actually delivers cost-
e� ective benefi ts to patients. 

4. We should licence and 
require safety critical systems 
programmers to be at least as 
competent as professionals 
working in the fi eld.

5. When something goes wrong, every 
defence failed including computer 
systems — but blaming the 
programmer is as problematic as 
scapegoating the user.

These are some suggestions to start the 
conversation. We must start something 
before we have a thalidomide-scale 
computer-related incident that forces our 
hand, because when computers go wrong 

they can do it on a huge scale. A clinician 
can only kill one person at a time, but a 
programmer can kill thousands...
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explanation that saves us the daunting work of 
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News and videos about quantum 
computers (QC) are common. ‘Quantum’ 
inspires awe and mystery. Astonishing 
speed-ups are promised. ‘Entanglement’ is 
thrown in the mix - people become hooked. 
But this computer research that inspires 
such fascination is an area that o� ers 
the fewest opportunities for involvement 
or understanding. Want to learn to 
programme? Use tools like Scratch. Want 
to develop machine learning skills? There’s 
a Python package for that. Want to learn 
about QC? Zip through these courses on 
complex vector spaces, number theory, and 
an undergraduate introduction to quantum 
mechanics. Then you can start trying to 
understand the basics of QC! 

But what about the only ‘killer app’ for 
QC – Shor’s Algorithm? Well, that would 
strain the brain of a third-year maths 
undergraduate. The mysteries of quantum 
e� ects are easy to understand in the 
maths. In the equations all is clear. But it is 
a mix of maths topics unusual to fi nd in the 
average computer programmer.

Musical problems
Another approach to understanding QC 
involves helping other people understand 
it. One way to do this is to create musical 
problems and use QC to solve them. 

came out in areas as wide as zoology and 
artifi cial intelligence on the applications of 
the Ising.

There is an ongoing debate about how 
the D-Wave ADC truly functions and what 
speedup it can provide. Google claimed 
large speed increases for its quantum 
hardware. This is thought to be due to 
quantum tunnelling. When searching for 
low energy states, a quantum system can 
tunnel into nearby states. 

Quantum tunnelling allows physical 
systems to move to states in ways that 
would not be possible in the classical 

Newtonian view of the world. The systems 
‘tunnel’ through to the new, usually 
inaccessible states instantaneously.

This particular musical problem was set 
up by assigning each note of the musical 
scale to one ‘molecule’ of the Ising model. 
Each molecule is modelled by a quantum 
bit, or Qubit. At this point, the mathematical 
world of quantum mechanics is entered, 
where everything makes sense in the 

Discussing the solution to these problems 
can provide a greater insight into QC. 
The example in this article is the musical 
problem of chords, solved on a quantum 
D-Wave 2X. 

The fi rst company to sell quantum 
computers was D-Wave, who fl ogged a few 
o�  to people such as Google, NASA and 
Lockheed Martin. The D-Wave computers 
are adiabatic quantum computers (ADC). 
They are not like normal algorithmic 
step-by-step QC, such as those made 
by IBM. An adiabatic quantum computer 
is reminiscent of a neural network. It is 

based on the equations for Ising models. 
Ising models describe the physics of a 
magnetic material through the molecules 
within it.

An ADC solves the equations of the 
Ising model to minimise the energy in 
the simulated magnetic material. The 
programming involves defi ning properties 
of the simulated ‘molecules’. Over a period 
of 28 years, more than 10,000 publications 
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The mysteries of quantum e� ects are easy to 
understand in the maths. In the equations all is 
clear. But it is a mix of maths topics unusual to fi nd 
in the average computer programmer.

Alexis Kirke, Senior Research Fellow in Computer Music at the University of Plymouth, 
discusses the general lack of understanding about quantum computers, and an artistic 
way of introducing more people to it.

EXPERIENCING

MUSIC
THROUGH
QUANTUM
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QUANTUM COMPUTING 

equations, but not in the explanation! 
Every qubit can be simultaneously 

a one or zero (unlike a bit which can 
only be one or zero). This is very simple 
mathematically, but makes no sense in our 
everyday observed world. 

For example, a cat cannot be both alive 
and dead, as Schrodinger once observed 
in his famous thought experiment. He was 
trying to imagine the laws of quantum 
mechanics applying to the world beyond 
subatomic particles.

This, so called, ‘superposition’ of one 
and zero is not a form of statistical or 
probabilistic computing. It is something 
more complex. In the combination of one 
and zero held by this single qubit, the one 
and the zero also have what is known as a 
‘phase’. 

This can be thought of as the result of 

another strange consequence of quantum 
theory: everything is simultaneously 
a wave and a particle. An electron is a 
waveform, and a light wave is also a 
particle of light called a photon. 

When the qubit is actually measured, its 
resulting value will always be 0 or 1. For 
defi nite. What’s more, the phase of the 0 
and 1 in the superposition has no e� ect on 
the chance of whether a 0 or 1 is seen. 
But, until that observation, not only is the 
result indeterminate, but these phases 
have dramatic e� ects on how qubits 
interact. 

Things have clearly moved beyond the 
realms of how programming is normally 
thought about. The qubit being like a bit 
that is both 0 and 1 is a useful analogy, but 
it’s incomplete.

Qubits in harmony
The D-Wave 2X dealt with many underlying 
complexities. Connections were set up 
between the ‘molecules’ (the musical 
notes) in such a way that when the D-Wave 
program was triggered, it generated the 
form of musical chord required.

A simple musical rule is used. The 
D-Wave would be sent a note, and it would 
fi nd three or four notes which included 
this note, and which were not too close 
together nor far apart on the piano 
keyboard. Try pressing three notes at the 
same time on the piano keyboard. If they 
are too close they clash, if they are too far 
apart they don’t sound like a chord.

Each time the D-Wave was asked to 
harmonise a note using this algorithm, 
it would send me multiple possible 
solutions. This highlights a key element of 

QC – there is no single correct solution to 
an algorithm. The solutions are held in a 
superposition, and then when observed, a 
single solution presents itself. This is not 
necessarily the precise process the D-Wave 
is following, but its qubits move through 
a number of superpositions as a 
solution form. 

These ideas were captured and 
explained in a performance at the Port 
Eliot Music Festival in July 2017 called 
‘Superposition’. It was a composition for 
mezzo soprano (Juliette Pochin) and 
electronic sounds. The electronics were 
generated by a real-time music system 
on my laptop, connected over the internet 
to the D-Wave 2X at USC. The mezzo-
soprano’s music was pre-composed. The 
sounds of her voice were picked up live 

by the laptop, converted into energy and 
frequency readings, and sent to the D-Wave 
as a problem to be solved by the 
harmony generator. 

The D-Wave returned multiple solutions. 
The local laptop took the multiple chords, 
spread them across the musical range, and 
played them together. These giant chords 
gave the audience some sense of the 
multiple solutions that may have existed 
in the superposition inside the 
quantum computer.

Universal quantum computers
The next performance planned will involve 
the Universal QC (UQC) of IBM. UQC have 
logic gate diagrams and assembly code. 
They have processing elements, like NOT, 
XOR and a form of AND gate. 

But… the analogy breaks down. There 
are also gates that change qubit phase. 
The ‘Hadamard’ gate that takes as input a 
qubit that is defi nitely a 1 or 0, and turns 
it into an indeterminate superposition. 
Combine a Hadamard gate with a quantum 
XOR gate and you have ‘entangled’ qubits. 
Entanglement, vital to QC algorithms and 
probably the most famous element of QC, 
is once again simple to see in the 
maths, but makes little sense if 
explained otherwise.

Quantum computing, both adiabatic 
and universal, is proving a fruitful 
research topic. What is lagging is true 
public engagement. People, and most 
programmers, don’t know degree-level 
maths. So, let’s fi nd new approaches to 
explain, and perhaps one day utilise, the 
power of quantum computing in more 
comprehensible ways.

Information on Alexis Kirke’s work and 
further projects can be found at:
www.alexiskirke.com

This, so called, ‘superposition’ of one and zero is not 
a form of statistical or probabilistic computing. It is 
something more complex.
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Over the past year the BCS Learning & 
Development Specialist Group has been 
looking at whether digital badging is just a 
fad, or something that can add real value to 
an organisation’s learning culture.  

Digital badging workshop
In October 2017, the BCS Learning & 
Development Specialist Group brought 
together a panel of experts from Pearson 
VUE (providers of the Acclaim badging 
platform), Questionmark and DigitalMe 
(who use the Credly platform) and 
CompTIA, together with the vendor training 
director’s organisation CEdMA Europe, to 
discuss the current state of digital badging 
and whether it can really address the need 
to create a viable professional recognition 
approach for the IT industry.

The workshop learnt that the essence of 
digital badging is to provide learners with 
credentials that are ‘resumé-worthy,’ and 
become an important part of someone’s 
permanent profi le. Digital badges are 
credentials that symbolise learning 
achievements at any level – knowledge, 
skills, certifi cates, diplomas, certifi cations 
or licences.  

Each badge contains a set of metadata 
defi ned by the issuer about the skills being 
recognised, and the accomplishments 

because they don’t recognise achievements 
that the learners fi nd persistently valuable, 
or resumé-worthy, so the ‘share’ statistic 
is an important measure of the value of 
individual badges – and indeed of the 
overall approach. One of the providers at 
the workshop reported that credentials 
on their platform are shared more than 
5,000 times per day, generating millions of 
valuable brand impressions and leads for 
credential issuing organisations.

Questionmark highlighted that we are 
still in the early-adopter phase of digital 
badging, and that, as learners and the 

industry become more familiar with the 
concept of digital credentials, adoption 
should increase. The challenge now is to 
help learners and issuers move from the 
world of the paper certifi cate, which is 
well understood, and can be put on your 
o�  ce wall and cannot be taken away 
once granted. Paper-based credentials 

achieved. The common structure of 
a digital badge allows learners the 
interoperability, transparency and 
verifi cation that they need to validate 
their learning achievements – important 
qualities for 21st century learning 
credentials. Each badge issued represents 
what you know and what you can do, 
which organisation is backing your claim, 
and how you earned this recognition.

The Mozilla Foundation created the 
fi rst Open Badges in 2011 as a new 
way to recognise learning wherever it 
happened. They set out a standard which 

is now seeing a new badge issued every 
four seconds. About two-thirds of those 
badges are being accepted and shared 
by learners. Although Open Badges are 
issued by organisations, it is important to 
note that learners must fi nd them valuable 
enough to claim and share them. 

Many Open Badges go unclaimed 
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Badges can make competency models real and 
motivate sta�  to increase their skills, as digital 
badges can provide clear steps for learning 
pathways linking sta�  to their next professional 
development activity.

Lifelong learning is central to professionalism in every industry, especially in the IT 
industry where it is so important for everyone to maintain their skills with technology 
continually evolving. Kevin Streater FBCS, Chair of the BCS Learning & Development 
Specialist Group, looks at how digital badging can add value to professional development.

DIGITAL BADGING

THE FUTURE OF PROFESSIONAL 
DEVELOPMENT

do
i:1

0.
10

93
/i

tn
ow

/b
w

y0
56

  ©
20

18
 T

he
 B

ri
tis

h 
Co

m
pu

te
r 

S
oc

ie
ty



June 2018 ITNOW 57

DIGITAL BADGING

used to be hard to forge but forging is now 
relatively easy with digital printing. Digital 
credentials on the other hand are a newer 
concept and are real-time. They can have 
a duration and can be revoked, but, most 
importantly, the credentials can be verifi ed 
with the badge issuer which makes forging 
much harder to achieve.

How Open Badges work
The Open Badge specifi cation is made 
up of three types of badge objects: an 
assertion representing an awarded badge 
that contains information about a single 
badge, which belongs to an individual 
earner; the badge class that contains 
information about the accomplishment(s) 
a specifi c badge recognises; and the issuer 
organisation which contains a collection of 
information about the entity that issued the 
badge.

Beginning with version 1.1 of the Open 
Badge standard, the badge must be created 
using JSON-LD.  This facilitates a standard 
format for collaboratively extending badge 
objects so that any issuer, earner, or 
consumer can understand the information 
added to badges. Any issuer may defi ne 
and publish extensions to include new 
types of metadata in badges in a way 

that any other issuer may use the same 
extensions to publish similar information in 
a mutually recognisable form.
 
The Open Badges ecosystem
The above shows the ecosystem of a digital 
badge (Source: The Open Badges Ecosystem 
by Erik Knutson, Concentric Sky, licensed 
CC-BY - https://openbadges.org/developers). 
Once the badge has been created by a 
badge issuer using a badge platform, the 

badge is sent electronically to the recipient 
who is invited to ‘claim’ the badge. When 
they have done that they can use the URL 
for the badge to display it on social media, 
websites, or send it to consumer 
organisations such as employers 
or institutions. 

At any point a consumer can verify the 
validity with the badge issuer to ensure it 
has not expired, together with the details 
about the issuing organisation, what the 
earner has done to achieve the badge, 
the assessment criteria, evidence that the 
badge was issued to the expected recipient, 
and any other unique detail that relates to 
the badge. 

Uses of digital badges
Digital badges can help provide richer 
learning programmes in commercial, 
academic and workplace environments. 
For commercial providers, digital badges 
can help organisations improve their 
existing certifi cation programmes through 
a reduction in false credentials, as there is 
a direct link between the learner and the 
badge issuer. For badge issuers, digital 
badging allows them to introduce micro-
credentials, or progression badges. These 
can increase the take-up of high-stakes 

certifi cations by o� ering a sequence of 
steps that learners can follow in order to 
achieve milestone badges. 

There is also the benefi t to issuers 
of additional revenue from the micro-
credentials, and the potential to issue delta 
badges to keep credentials current when, 
for example, a new version of software 
is released.

In the academic world, badges can be 
issued by module, to enable learners to 

show the make-up of their degree, and 
demonstrate achievement at key stages 
throughout their studies. It also allows 
employers to o� er skills-based courses 
that o� er badges that give academic 
credit for formal training taken outside 
of a traditional degree programme. In the 
workplace, digital badges can be used 
to provide recognition of eLearning or 
observational learning. 

More importantly, badges can make 
competency models real and motivate 
sta�  to increase their skills, as digital 
badges can provide clear steps for learning 
pathways linking sta�  to their next 
professional development activity. Badges 
are also very attractive to millennials who 
want to showcase their achievements to 
secure salary increases and promotion.

Future of digital badging
Without doubt, digital badging represents 
the way forward for the recognition of 
skills in the same way as a CV does 
today. However, the lack of a common 
skills defi nition framework will lead to 
challenges with being able to compare 
achievement across badge issuing 
organisations. A competency framework 
such as SFIAplus could be of signifi cant 
value to digital badging going forward. 

Other challenges faced by badge issuers 
are the need to ensure credibility of badges 
through aligning and di� erentiating badges 
and certifi cations, driving transparency 
around the underlying evaluation criteria 
for badges, ensuring a strong ‘currency’ 
of credentials to job and learning 
opportunities to enable an increasingly 
personalised and continuous learning 
experience.

The conclusion drawn from the events 
that the group have run is that digital 
credentialing does in fact have the 
potential to be the ‘great leap forward’ in 
the learning and assessment space and 
could drive a true paradigm shift, but the 
challenges, such as possible dilution of 
validity and credibility, need to be taken into 
careful consideration when embarking on a 
digital credentialing approach.  

If you would like to join the BCS Learning 
& Development Specialist Group you can 
fi nd out more at:
www.bcs.org/category/9399 
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General Data Protection Regulation (GDPR) 
has overshadowed the introduction of the 
Network and Information Systems (NIS) 
Directive1, even though the regulations 
came into force earlier, on the 10th May 
2018. The NIS Directive implements the 
fi rst European Union (EU) wide rules 
for cyber security. The Directive a� ects 
operators of services deemed to be vital to 
the economic and societal activities of the 
EU, usually known as critical infrastructure, 
and includes other relevant digital 
service providers.

The NIS Directive will concentrate board 
members’ attention on cyber security, with 
a potential maximum £17 million penalty 
(not the anticipated GDPR equivalent 
four per cent of global turnover).  The 
resilience of critical services highlights 
the requirement to secure not only 
information systems, but the technologies 
that are relied upon to operate essential 
services; known as cyber physical 
systems, industrial control systems (ICS) 
or operational technology (OT). Their 
disruption or failure can impact many 
people and cost millions, with potentially 
severe consequences.

The recent watershed attack (HatMan) 
late last year targeted a Schneider Electric 
Triconex safety shutdown system in the 
Middle East (widely reported to be the 
Saudi Arabian oil and gas sector), stopping 

service providers (DSP) and competent 
authorities (CAs).

Background
The NIS Directive forms part of the EU 
Digital Market Strategy, which aims to 
make better use of digital opportunities for 
people and business and enhance Europe’s 
position as a world leader in the digital 
economy. Digitisation has fundamentally 
changed entire economic sectors. 
Cyberspace is now regarded as the 
backbone of digital society and economic 
growth. However, cyber security incidents 
are increasing at an alarming rate and may 
disrupt the supply of essential services, 
and undermine trust in digital services 
and products.

The Directive’s intent is to improve the 
EU’s preparedness for a cyber attack, 
recognising that reliability and security of 
network and information systems, and the 
essential services they facilitate, are vital 
to society. The UK Network and Information 
Systems Regulation (2018)3 apply to 
essential services; energy, water supply, 
healthcare, transport and key digital 
infrastructure. The UK implementation 
excludes nuclear, banking and fi nancial 
sectors. Digital service providers with 50 
or more sta�  and/or a turnover of 
€10 million will have similar, but less 
onerous requirements. 

critical infrastructure plant operations2. 
This incident illustrates the increasing 
capability and intent to attack specifi c 
critical infrastructure, and the motivation 
to compromise safety systems. 

Recent destructive attacks include 
NotPetya, which masqueraded as 
ransomware. Reckitt Benckiser, the 
consumer products manufacturer 
(brands include Dettol, Nurofen and 
Durex) predicted £100 million losses. The 
transport and logistics company Maersk 
declared losses exceeding $300 million. 
Fedex estimated losses to be more than 
$500 million. 

The pharmaceutical company Merck 
anticipated losses to exceed $600 million 
and needed to borrow paediatric vaccine 
from US government contingency stocks 
to meet demand, following manufacturing 
disruption. 

Black Energy and Industroyer/
CrashOverride attacks both targeted the 
Ukrainian power grid. The WannaCry 
ransomware a� ected the NHS, 
manufacturing plants, telecoms, transport 
and energy organisations globally. These 
highlight the necessity for proportionate 
risk-based cyber security and more 
importantly, operational resilience. 

The UK implementation has signifi cant 
implications for the operators of 
essential services (OES), relevant digital 
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Dr Richard Piggin MBCS, from SNC Lavalin’s Atkins business, discusses the Network and 
Information Systems (NIS) Directive which was implemented in May 2018.

SECURING CRITICAL SERVICES
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Approach
The directive seeks to increase security 
and resilience across the EU with a layered 
approach, focused at the member state, 
which includes setting the national strategy 
and facilitating collaboration between 
member states and OES. Notifi cation 
obligations seek to promote cooperation, 
communications and knowledge, and assist 
in tackling cross-border threats. ENISA, the 
European Union Agency for Network and 
Information Security, will have a mandate 
under the proposed EU Cybersecurity 
Act to support member states in their 
implementation of the NIS Directive. 

Devolved administrations and lead 
government departments will have 
responsibility as competent authorities 
(CAs), along with existing regulators, to 
manage specifi c industry sectors.

The Department for Digital, Culture, 
Media and Sport’s (DCMS) industry 
consultation response2 set the criteria for 
identifying OES. The consultation outcome 
clarifi ed the identifi cation of essential 
services, limitations on penalties, the roles 
of CAs to regulate specifi c sectors, the 
expectations on operators in the initial 
year, and the defi nition of relevant digital 
service providers (RDSP); defi ned as cloud 
services, online marketplaces and 
search engines. 

Operators of essential services will 
have to implement ‘appropriate and 
proportionate security measures to 
manage risks.’ The Directive creates 
four high level objectives, which the UK 
has expanded into 14 high level security 
principles:  
• Appropriate organisational structures, 

policies, and processes to understand, 
assess and manage security risks;

• Proportionate security measures to 
protect essential services 
and systems;

• Capabilities to ensure defences remain 
e� ective and detect cyber 
security events;

• Capabilities to minimise the impacts 
of a cyber security incident on the 
delivery of essential services including 
the restoration of those services 
where necessary.   
                              

National Cyber Security Centre’s role
The National Cyber Security Centre (NCSC) 
is the National Technical Authority, 
providing technical support and guidance 

for organisations a� ected by the directive. 
These include the development of cyber 
security principles for securing essential 
services and supporting guidance. 

Support to CAs includes implementation 
guidance for adapting the NCSC principles 
for specifi c sector use, creating a cyber 
assessment framework (launched 30 April 
2018), with indicators of good practice, 
and assisting with its use and interpreting 
results. The NCSC does not have a 
regulatory role.

The NCSC will also undertake member 
state obligations; these include providing a 
computer security incident response team 
(CSIRT), being the single point of 
contact for European partners and 
information sharing.

Competency and capacity 
Competency and capacity preparation 
and development for OES and CAs 
will be challenging, particularly where 
OT security is concerned. Operational 
technology requires di� erent skills to 
IT systems, with an engineering focus.  
Critical infrastructure security practitioners 
appreciate the scarcity of specifi c skills, 
and suitable experience. The proposed EU 
Cybersecurity Act (Article 4), sets ENISA 
objectives for skills and competency 
development, certifi cation and becoming a 
centre of expertise on cyber security4.

Many organisations will not have the 
resources to prioritise security swiftly, or 
fully integrated cyber security governance 
and operations with engineering functions. 
Therefore, technical training, education 
and senior leadership awareness-raising 
programmes are needed. Competent 
authorities will need to rapidly develop 
or acquire cyber security capability, and 
auditing expertise.

Demonstrating compliance
Organisations should review the Directive 
requirements and guidance available from 
NCSC5. The principles are acknowledged 
good practice, and defi ne a set of top-level 
outcomes, which describe good cyber 
security. The NCSC has referenced existing 
guidance, which aligns with established 
cyber security frameworks6. However, 
their application will need to extend 
beyond traditional information systems to 
operational technologies (OT). 

Organisations will need to utilise and 
potentially source a combination of 

engineering and OT security expertise. 
An assessment of internal processes 
against the Directive, NCSC guidance 
and emerging CA requirements is 
recommended. Organisations will need 
to address areas for improvement 
and demonstrate how their cyber 
security programmes meet the 
Directive requirements.

Competent authorities will seek to 
work collaboratively with OES. CAs are 
encouraged to take a cautious approach 
to enforcement during the fi rst year 
according to the DCMS Guidance for CAs. 
Their initial focus will be on developing a 
detailed understanding of security within 
their sector and working with operators 
to assess areas for further development7. 
However, in the industry consultation, 
the government emphasised competent 
authorities will have the power to issue 

Route to legislation

EU Commission

The Directive on security of 
network and information 
systems (NIS Directive) 
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penalties in the fi rst year, should signifi cant 
compliance issues arise and organisations 
have not made e� orts to remedy them8. 

Applying guidance and standards
There is a proliferation of guidance which 
can assist with meeting the objectives 
of the NIS Directive. However, standards 

an all-encompassing cyber security 
compliance check list. The approach 
requires organisations to be capable of 
taking informed, balanced decisions about 
how they achieve the outcomes specifi ed 
by the principles. NCSC expectation is for 
operators of essential services to10:
• Understand the principles and why 

they are important. Interpret the 
principles for the organisation.

• Compare the outcomes described in 
the principles to the organisation’s 
current practices. Use the guidance to 
inform the comparison.

• Identify shortcomings. Understand the 
seriousness of shortcomings using 
organisational context and prioritise.

• Implement prioritised remediation.  
Use the guidance to inform 
remediation activities.

The NCSC guidance has deliberate 
similarities with the US National Institute 
of Standards and Technology (NIST) 
Cyber Security Framework, including 
referring to good practice or standards. 
Both contain recognised industry cyber 
security frameworks such as the ISO/IEC 
27001/27002 standard series and for OT, 
the IEC 62443 series.

Self-assessment and prioritising 
improvements
The cyber assessment framework 
(CAF) has been developed by NCSC to 
support the NIS Directive11. It will assist 
organisations to perform their own 
assessments against the NIS Directive 
objectives and principles, enabling the 
identifi cation of e� ective cyber security 
improvement activities.  The CAF fulfi ls 
an obvious omission from the NIS 
Directive, with the absence of a cyber 
maturity framework.   

The CAF utilises a red, amber, green 
(RAG) methodology with indicators of good 
practice. It is intentionally less complex 
than other cyber security maturity models. 
Simplicity in application, however, will 
emphasise the interpretation of results, 
which could be challenging initially. 
OES may encounter di�  culties showing 
tangible or continuous improvement for 
investment justifi cation. 

Supply chain management
Operators of essential services will have 
the responsibility to manage compliance 
in their supply chain.  This will impact 

do not necessarily align well, and will not 
individually provide adequate coverage, 
hence the NCSC guidance refers to a broad 
collection of existing good practice. Some 
guidance and its application will be less 
familiar to some, including operational 
technology9 cyber security.

The NCSC intent is not to produce 
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procurement of third party services, and 
systems/components, to ensure the 
security principles are applied. OES should 
assess their approach to security lifecycle 
management, including specifying (non-
functional) cyber security requirements 
in their contracts, and subcontracts.  
Suppliers will not be expected to have a 
direct compliance obligation according to 
the DCMS consultation, but, they are likely 
to be contractually obliged to comply.

Operators of essential services and 
suppliers will benefi t from working towards 
a common set of security expectations. 
This will be facilitated by using a common 
procurement language and guidelines to 
ensure security objectives are integrated 
into systems and services. 

Procurement specifi cations should cover 
all aspects of cyber security, including 
acceptance testing, verifi cation, integration, 
maintenance guidance and any supporting 
references (guidelines, regulation or 
standards). Supply chain cyber security 
features in the NCSC guidance, and in 
recent OT standards, including the IEC 
62443 series.  

Onus on boards to manage risk and 
apply judgement
The government’s commitment to an 
outcome-based approach places the onus 

upon company boards to manage risk and 
apply suitable judgement. Combining an 
outcome focus with risk management and 
cyber maturity assessment will provide 
greater business resilience and benefi ts 
over chasing compliance. Implementation 
experiences demonstrate improved risk 
understanding, identifying strengths 
and areas for improvement, informed 
risk tolerance and prioritising 
security remediation, whilst setting 
security budgets.

Boards will need to assess their 
readiness and capability to demonstrate 
their cyber security programmes, and 
implement the NIS Directive security 
objectives and NCSC principles. These 
include providing proportionate risk 
prevention measures, and mechanisms 
to detect and deal with breaches, report 
incidents and maintain service resilience. 

Evidence of cyber security capability 
and practices to protect essential services 
will be necessary to avoid potential non-
compliance. The NIS Directive and the 
UK regulations will concentrate board 
members’ attention on cyber security and 
resilience, highlighting the requirement 
to exercise good judgment where 
critical services are reliant upon 
networks, information systems and 
operational technologies.

1 https://ec.europa.eu/digital-single-
market/en/network-and-information-
security-nis-directive
2 https://ics-cert.us-cert.gov/MAR-17-
352-01-HatMan%E2%80%94Safety-
System-Targeted-Malware
3 http://www.legislation.gov.uk/id/
uksi/2018/506
4 https://www.enisa.europa.eu/news/
enisa-news/european-commission-
proposal-on-a-regulation-on-the-future-
of-enisa
5 https://www.ncsc.gov.uk/guidance/nis-
guidance-collection
6 https://www.ncsc.gov.uk/guidance/
table-view-principles-and-related-guid-
ance
7 https://www.gov.uk/government/pub-
lications/nis-regulations-guidance-for-
competent-authorities
8 https://www.gov.uk/government/con-
sultations/consultation-on-the-security-
of-network-and-information-systems-
directive
9 https://www.ncsc.gov.uk/topics/opera-
tional-technology
10  https://www.ncsc.gov.uk/guidance/
introduction-nis-directive
11 https://www.ncsc.gov.uk/guidance/
nis-directive-cyber-assessment-frame-
work
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How did Bristol VR Lab come about?
Essentially Bristol VR Lab is a partnership 
between the University of Bristol, the 
University of the West of England, 
Watershed, and Opposable, each of which 
are interested in the future research and 
commercialisation of virtual reality (VR) 
and augmented reality (AR) and all these 
immersive fi elds.

We, as Opposable, had set up VR World 
Congress, which highlighted many of the 
activities in VR in the region and helped 
put Bristol on the map for immersive 
technology; we were also involved in the 
Bristol Games Hub, which is a community 
space for games developers in the South 
West. So we brought together the Bristol 
universities, Watershed, the BBC, Bath Spa 
University, Sony and other local technology 
organisations in early 2016 and said: ‘VR 
is going to be a big thing, it’s going to cross 
lots of di� erent industries, so it would be 
great to create a space for people to get 
together to work on this stu� .’ 

As of September last year, we moved 
in to the Leadworks in order to put it all 
together.  We’re currently in the process 
of setting it up. We’ve already attracted a 
number of residents and members, and 
we’ve still got a bit of set-up to do fi rst 
before we’re ready to properly launch.

Apps agency with local investor and 
entrepreneur Mark Mason, called Mubaloo. 
I found apps really engaging, but then 
moved on to games because I saw a great 
deal of growth in the gaming categories of 
the app stores. 

So I put a team together as Opposable 
Games, and then, as virtual reality came 
out, I immediately recognised that this 
was a technology, even four or fi ve years 
ago, that people were really going to pick 
up on. It wasn’t just going to be games 
developers, it was also going to be people 
working in health, in training, in brands, 
businesses, and in enterprises; this was 

clearly going to be an ecosystem of how 
the next generation could work with 
computers. And, whether that’s VR or AR 
or a mixture of variants on them, 

I’m not so worried about, but clearly 
people will be using more natural visual-
based interfaces than computer screens 
and mobile screens in the next ten years. 
And that’s where I am now, to learn how 
that works.

So how many people are involved at 
the moment?
We’re a fairly small team with regards 
to the management of the space; we’re 
hosting university researchers, and we’ve 
been hosting a lot of workshops that bring 
together researchers as well as 
companies who are either small or 
start-ups, breaking into business via VR, 
AR or new technologies, or even large 
companies who are maybe architectural 
fi rms or engineers who work in health, 
exploring VR in small teams, as part of 
those larger companies. Essentially we’re 
an infrastructure to allow people to come 

together and talk and work on issues. 

Where does your own passion for VR 
come from?
I’m always interested in the front edge 
of technology, and where it works with 
people. I was trained as a computer 
scientist at Bristol University, and after 
a bit of time working in corporations 
and consultancies I set up a mobile 
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‘Visualising what is happening in someone’s body, or 
visualising data sets; these are some benefi ts to be 
had immediately.’ 

Justin Richards MBCS talks to Ben Trewhella, the CEO of Opposable Group and 
co-founder of Bristol Games Hub, about his latest project, the Bristol VR Lab.

INSIDE THE
BRISTOL VR LAB
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 ENTERTAINMENT

What direction do you see virtual reality 
heading in over the coming years?
Interfaces are going to move away from 
screens, and are going to get more 
sophisticated. People move in three 
dimensions, so if information can be 
displayed over the real world you can 
immerse people in environments that they 
wouldn’t otherwise be able to be in. Those 
are engaging and useful things to happen. 
In ten years’ time, it will be a lot 
more pervasive. 

What are the main challenges that VR is 
facing at the moment?
Because it’s a new technology, consumers 
have not picked up on it in vast numbers, 
mainly because they can’t yet see a killer 
application for it, that’s been made relevant 
to them yet. The reason for that is that 
there hasn’t been enough time or 
investment for people to grapple with and 
get used to the technology. And the 
investment part comes full circle because 
consumers are not there. Time will 
change this. 

It is expensive to develop a high 

quality VR or AR product. You’re up 
against technology barriers. Consumer 
expectations are very high. There are 
more people involved with more varied 
skills than are needed for, say, a mobile 
application or website development; it’s 
expensive stu�  to create – there are 
millions of developers churning out lots 
of experimental stu� ; the undertaking of 
a AR or VR project needs more planning, 
resources and fi nancing.  

But we’re now beginning to see the 
results of that investment, and it’s looking 
pretty positive. We’ve got companies like 
HTC and Oculus bringing out their next 
generations of technology. We’ve now got a 
lot of government support going into it too; 
the universities, and private enterprises are 
much more understanding. 

Where do you see the application of VR in 
the health arena going?
Visualising what is happening in some-
one’s body, or visualising data sets; these 
are some benefi ts to be had immediately. 
On one level you can get a more detailed 
picture of what has happened to a patient, 
and the other thing is you can display to 
an untrained person what is happening to 
their body to a greater degree, far more 
simply, using 360 degree or 3D technology, 
and change behaviours or reduce training 
time. 

But there’s also other things such 
as distance diagnosis and surgeries 
performed by remote operators or robots, 
which means that the people with the 
skills can operate over a wider fi eld, 
geographically. The current VR applications 
seem to be with the games industry 
though. The reason behind that, I guess, 
is that games developers live and breathe 
new technology, with games being about 
higher graphical power, player AI, and 
increasing fun levels by upping the 
tech involved. 

Secondly, the tool-sets of the games 

developers were the most immediately 
transferable to building VR. So they didn’t 
have to build 360 cameras, because 
they’d already been using the technology 
for years, although with a higher level of 
computer graphics. 

So what are you most excited about both 
for VR Labs but also for the industry 
in general?
Well, as Opposable, we are working on a 
multi-person VR game framework. We’re 
building a game which allows multiple 
people to play together in VR across a wide 
space with lots of di� erent scenarios, and 
we’re going to explore with the universities 
how to use that multi-person remote VR in 
other ways. I’m also looking forward to the 
development of new tools that allow more 

people to work with VR at easier levels so 
it’s not such a specialist thing to do. It won’t 
remain like that for long; we will have the 
WordPress of VR soon. I predict that it will 
be easier to put it together by any person 
just following a simple tutorial. 

I feel that with new technologies – 
networking type stu� , that we can control 
through high performance computing and 
AI and 5G type activities – we’ll see new 
architectures which allow many more 
computers to work together, which will 
include VR-type experiences. We’ll slowly 
get to The Matrix (laughs)!

How will augmented reality fi t into all 
of this?
AR does come next, and it does come down 
to often using the same techniques, skills, 
people to develop this stu� . So VR is 
laying the necessary foundations for AR 
to become a thing, and AR certainly has a 
wider range of use cases, but I don’t think 
that AR is ever going to completely 
supplant the need for VR.

VR seems to be gaining ground currently 
in training drivers and pilots.
Absolutely! Certainly the US Air Force has 
been using VR for training purposes for 
about 15 years. The potential cost-savings 
there are just enormous. The potential 
for training in those sorts of applications 
is huge. Even though simulators are very 
expensive they’re still cheaper than training 
pilots in a real fi ghter jet. 

And it’s not just pilots – other sta�  who 
also work on the airfi eld are also costly to 
train in-situ; you can’t have a plane landing 
and taking o�  just to train them! Anywhere 
there’s a lot of cost and risk VR has got lots 
of potential to help.

Ben Trewhella manages the Opposable 
Group including Opposable VR and 
Opposable Games. He also sits on the 
advisory or management boards of The 
Next Gen Skills Academy, Bristol Media, 
TechSPARK and the Bristol Games Hub. 
Ben was co-founder and CTO of Mubaloo, 
a large mobile app development agency 
based in Bristol.

‘I recognised that this was a technology that people 
were really going to pick up on. It wasn’t just going 
to be games developers, it was also going to be 
people working in health, in training, in brands, 
businesses, and in enterprises.’
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Beverly Clarke’s book provides the 
knowledge and insight required to address 
computing in the classroom. It is intended 
for individuals interested in understanding 
how best to implement a successful and 
inclusive computing school curriculum. 

The fi rst chapter provides an 
introduction to the topic by discussing 
the teaching of secondary computing 
science according to the English national 
curriculum and comparing this with that of 
other parts of the UK and USA.

The following chapter provides an 
insight into the role of the computer 
science teacher. Introducing the role and 
the associated responsibilities, both in and 
out of the classroom, and how to promote 
good relationships with work colleagues, 
pupils and parents.

Chapter three deals with the standards 
and available tools and methods available 
for teaching computer science. The 
chapter provides an explanation of the 
SFIA framework and the role of Ofsted in 
secondary education. There then follows a 
section covering various techniques which 
can be employed to support the teaching 
of the subject. A short chapter then follows 
covering career progression within a 
school environment.

Four case studies are provided in the 
following chapter aimed at illustrating the 
diverse nature of the school environments 
in which the subject can be taught. Each 
study ends with a refl ective summary of 
the main points. A self-assessment section 
is also provided to allow the reader to test 
their understanding and to identify areas 
requiring further work.

The book contains a comprehensive 
glossary of terms along with a complete 
set of reference notes and associated 
follow-up information. An index is also 
provided for readers wishing to read up on 
a particular aspect of the craft.

I award the book top marks for layout, 
coverage of the topic and the perceptive 
insight it provides.
Jim McGhie

BOOK REVIEWS

If you would like to review books for 
ITNOW please email: 
publishing@bcs.uk
To see more book reviews visit:
www.bcs.org/category/8429

Computer Science 
Teacher 

Beverly Clarke
Publisher: BCS, The 

Chartered Institute for IT 
ISBN: 9781780173948 

Score: 10/10

Data Wrangling with 
Python 

Jacqueline Kazil and 
Katherine Jarmul

Publisher: O’Reilly 
ISBN: 978491948811 

Score: 10/10

Disruptive Technologies
Paul Armstrong

Publisher: Kogan Page
ISBN:  9780749477288

Score: 9/10

From the introduction, the target audience 
for this book is not obvious beyond 
non-Python experts. The description of 
data wrangling seems to broadly relate 
to data analytics: ‘taking a messy or 
unrefi ned source of data and turning it into 
something useful’.

The book perhaps does not su�  ciently 
highlight the fi rst, most di�  cult stage of 
analytics in establishing the business case 
/ problem identifi cation, referred to in the 
book as ‘formulating a question’. 

This supports the common over-
simplifi cation of data analytics, as the 
fundamental problem with obtaining value 
is determining the business case (if any).

Python is excellent for encoding 
algorithms for cleansing and analysis, 
etc., but not all of data analytics in its 
entirety (such as establishing the business 
case) can be achieved by implementation 
through Python alone; implementation 
comes later and is, by comparison, 
much easier. 

Going beyond this important point and 
the acknowledged, but a little peculiar, 
relationship to journalism, the book is well 
written and comprehensive. Every topic is 
not covered, although most are touched 
upon. 

Beginning with advice on topics often 
neglected but necessary, like installation, 
the book has helpful chapters on data and 
fi le types (as expected), and the chapter on 
PDFs is particularly useful and insightful. 
Advanced topics include some details on 
parallel processing.

The book also provides examples and 
online support/forums. The book attempts 
to explain very di�  cult concepts and is, 
as stated, aimed at non-Python experts. 
However, a good background in computer 
science is essential if the reader is to 
get the most from reading this book. It’s 
excellent overall.  

Recommended as a good supportive text 
for data wrangling (analytics) for computer 
scientists who are not experts on Python.
Deryn Graham FBCS

This book appealed to me based purely on 
the title; to me, the word ‘disruptive’ is a 
double-edged sword, and is often seen as a 
threat as much as an opportunity. 

In this book, the author takes a similar 
view, in terms of positioning new and 
emerging technologies, highlighting the 
potential risks and benefi ts of each. 

Personally, I take issue with the author’s 
perspective on the blockchain, in that he 
appears to confuse the blockchain with 
a well-known, and not always in a good 
way, example of its use, namely Bitcoin. 
However, this is a common misconception, 
so I chose to let it pass. 

Apart from the extremely useful 
introduction to the most recent innovative 
and disruptive technologies, the author 
then devotes the remainder of the book to 
focus upon the methodology of forecasting 
and technology selection. 

He introduces an approach of his own 
innovation - Technology / Behaviour / Data 
(TBD) - upon which he expands throughout 
the book, as a tool to support technology 
selection, adoption and acceptance. 

Whilst this was of interest, it wasn’t of 
immediate relevance to me, in my current 
role. However, I can see the attraction of a 
clearly defi ned process, especially with the 
large number of worked examples of the 
methodology in practice. 

Similarly, as someone who has recently 
had a patent application fi led, this book 
is immensely useful in the context of 
innovation and invention. 

Recommended to anyone looking to 
introduce new technologies into a business, 
whether they are listed in this book, or 
whether they’re yet to be invented.
Dave Hay
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Formal Aspects of Computing - Applicable 
Formal Methods
Volume 30, Issue 2, March 2018 contains 
the following papers:

• An explicit transition system 
construction approach to LTL 
satisfi ability checking

• Formal verifi cation and quantitative 
metrics of MPSoC data dynamics

• The symbiosis of concurrency and 
verifi cation: teaching and case studies

• Formally sound implementations of 
security protocols with JavaSPI

• Adaptive distinguishing test cases 
of nondeterministic fi nite state 
machines: test case derivation and 
length estimation

http://link.springer.com/journal/165

Journal of Innovation in Health 
Informatics
Volume 25, Issue 4 contains the 
following papers:

• The e� ect of a birth place decision 
support tool on women’s decision 
making and information 
gathering behaviours during 
pregnancy: MyBirthplace 
Study Protocol

• Managing health IT risks: 
refl ections and recommendations

• Telemedicine: Is it really worth it? A 
perspective from evidence 
and experience

https://hijournal.bcs.org/

While the fi rst impression’s signifi cance 
was demonstrated in Tasks 1 and 2 for 
both goal mode and action mode, the usage 
mode was decisive for retaining users on 
websites in the most realistic user scenario 
in Task 3. Overall, the e� ect sizes indicated 
that the signifi cant di� erences were 
substantial, ranging from medium to large.

Over the years, many researchers have 
stressed the infl uence of fi rst impressions 
on the subsequent behaviour without 
substance, and it turns out that their 
assumption may be wrong.

The impact of fi rst impressions on 
individual’s usage behaviour was only 
evident when participants were coerced 
into a decision after a two seconds 
exposure. No such e� ect was observed 
when participants explored the websites 
self-paced. Instead, websites are 
more likely to be actually looked at in 
dependance of the usage mode.

The Computer Journal: Section D
Security in Computer Systems and 
Networks
Volume 61, Issue 4, April 2018

• On the security of a pairing-free 
certifi cateless signcryption scheme

• An ensemble method based on 
selection using bat algorithm for 
intrusion detection

• Novel smooth hash proof systems 
based on lattices

• Privacy preserving, verifi able and 
resilient data aggregation in grid-
based networks

• k-NMF anonymization in social 
network data publishing

• Criteria-based encryption

https://academic.oup.com/comjnl

A widespread belief attributes the fi rst 
impression to be decisive for retaining 
users on websites. However, empirical 
investigation on this conjecture has been 
largely omitted. This paper examines the 
infl uence of positive and negative fi rst 
impressions on subsequent website usage 
decisions in three di� erent user tasks.

In all tasks, appealing or non-appealing 
website screenshots were displayed. In the 
fi rst two tasks, websites were shortly 
presented, examining the willingness to 
view and the intention to stay on websites.

In the third task, participants were able 
to browse naturally, scanning websites, 
deciding whether to use the website or not, 
and taking action eventually.

Additionally, the 120 participants either 
were given or not given an explicit goal 
to solve in each task. Data was analysed 
with di� erent statistical methods (ANOVA, 
McNemar and Survival Analysis).       
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Participants persevere on websites 
when they try to reach an explicit goal 
rather than when they explore, which 
becomes apparent after just ten seconds.

In summary, willingness to view 
and stay on a website was higher for 
positive fi rst impressions. In goal mode, 
participants tended to persevere the 
longest on more appealing websites. This, 
however, may only count for informational 
websites implying more explicit goals, such 
as looking for a recipe to bake a delicious 
chocolate cake. 

Based on that, any future research 
should consider to look at websites that 
are less informational.

The paper ‘Aesthetics in Context - The role of aesthetics and usage mode for a website’s success’ 
by Glena H. Iten, Antonin Troendle and Klaus Opwis, published in Interacting with Computers: The 
Interdisciplinary Journal of Human-Computer Interaction, investigates the widespread belief that the fi rst 
impression is decisive for retaining users on a website. 

AESTHETICS IN CONTEXT - HOW THE NATURE OF A WEBSITE 
CAN MAKE A SIZABLE DIFFERENCE TO ITS OVERALL SUCCESS

BCS JOURNALS

Members can get a reduced 
subscription to Interacting with Computers 
and Formal Aspects of Computing:
www.bcs.org/category/17544
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Anne-Marie grew up in East London, the 
eldest of fi ve. She feels that two pivotal 
points in her childhood were, fi rstly, at four 
years old, playing on her dad’s computer 
and, secondly, the two GCSEs she did in 
maths and ICT, aged just ten.

She almost applied to do French at 
university, but decided against it because 
she has always hated reading and writing. 
Despite being younger than everyone else 
on her course at Oxford, Anne-Marie thinks 
that the only real challenge she faced was 
a social one, as not only was Anne-Marie 
the youngest, but she was a woman in an 
overwhelmingly male world.
  
Early career
When she started work, she found that 
she was the only girl in the technology 
department, at Deutsche Bank, where she 
was an enterprise and collaboration 
strategist. Deutsche Bank had its own 
social media platform internally, and she 
was one of a team of fi ve that looked after 
and developed it for 100,000 people.

Later, when she attended the Grace 
Hopper Celebration in the States, as one 
of three and a half thousand women 
there, she realised there were lots of other 
women in computing too, although clearly 
not enough.

Stemettes
In February 2013, Anne-Marie started 
Stemettes as a way of encouraging girls 
into STEM subjects. By the November she 
was in meetings at Number 10 with the 

always good to be able to ask people 
for advice, talk things through, and have 
‘sounding boards’. But even more so, in 
terms of building a career, and getting 
ahead, she feels that ‘you need sponsors, 
people who you don’t ask for things from, 
but who see enough of what you’re doing, 
and who will act on your behalf, even when 
you’re not in the room.’

Mission maths
Anne-Marie feels there is a need to 
normalise maths, and the enjoyment of 
maths, in the same way that reading and 
writing are often normalised. People are 
more likely to be surprised that you do like 
maths, and it’s somehow acceptable to 
not be good at it. She wants to give people 
permission to enjoy it, and to do maths, and 
not be afraid of it. She says: ‘I would like 
maths to be less elitist and become more 
accessible in the same way as something 
like poetry. You want everyone to enjoy 
poetry; why can’t I have everyone 
enjoy maths?’

likes of Michael Gove, David Willetts and 
Belinda Parmar discussing the problem. 
O� ers of sponsorships and partnerships 
started coming in and it soon became a 
fully-blown social enterprise with a 
member of sta� , and proper structures.  
Anne-Marie stayed part-time until she 
could no longer juggle both her job at 
Deutsche Bank and the Stemettes.

The fi rst Stemettes to come onto the 
programme came from local schools and 
they had more volunteers than girls at the 
fi rst event. However, at last count they had 
worked with 17,200 girls and now have 
waiting lists. 

Outbox incubator
After attending the Innovation Convention 
in 2014, in Brussels, and seeing the Google 
Global Science Prize being awarded to a 
group of Irish girls, Anne-Marie arranged 
a partnership with Salesforce and put 
together an incubator programme where 
young entrepreneurs are taught about 
business and product development, and 
are then exposed to investors. They ran 
the fi rst event during the summer of 2014, 
in Tulse Hill, South London. Now, in 2018, 
they’re still building on those relationships, 
and the legacy lives on. They’re looking at 
repeating it, but in a way that scales 
physically, and impact-wise.

Mentors
Anne-Marie thinks mentorship is 
fantastic, having had many mentors 
during her life. She believes that it’s 

Anne-Marie Imafi don MBE was the youngest girl ever to pass an A-level in computing and 
later graduated with a masters in mathematics and computer science from Oxford, aged 
20. Imafi don was also awarded ‘Young IT Professional of the Year’ in 2013, by BCS, for 
her pioneering work at a multi-national on enterprise collaboration.
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Futher Information
Archives of IT is a registered 
charity no. 1164198 which receives 
support from BCS, The Chartered 
Institute for IT and the charity of The 
Worshipful Company of Information 
Technologists. 

Visit: http://archivesit.org.uk
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